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(54) COMMUNICATION SYSTEM AND COMMUNICATION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To perform high-security communication by simple 
configuration. 

SOLUTION: The ID and PWD of a client terminal are shared off-line (S1 1 and SI 2). 
The client terminal 1 1 generates a random number value R, calculates Kreg:=h(PWD) 
to obtain eKreg(R) by ciphers R with Kreg, and transmits ID, h(ID&verbar;PWD) and 
eKreg(R) to an access point 21 (SI 3 and SI 4). The access point 21 obtains PWD 
corresponding to the received ID (SI 5), obtains h(ID&verbar;PWD) (SI 6), calculates 
Kreg when matched with a received value (SI 7), deciphers eKreg(R) by Kreg to 
extract R (SI 8), and transmits the hash value of R to the client terminal 1 1 (SI 9). 
When the hash value of R is matched with the received value, the client terminal 1 1 
informs the access point 21 that authentication is OK. After this, 
KCL:=h(PWD&verbar;R) is set to be a ciphering key. 
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CLAIMS 



[Claim(s)] 

[Claim 1] Between the 1st equipment (11) and the 2nd equipment (21) which 
communicate mutually Said the 1st and 2nd equipment share said the 1st Identifier ID 
and confidential information PWD of equipment, and it sets to said 1 st equipment. 
Generate the predetermined value R and it asks for one-way function value Kreg:=h 
(PWD) of confidential information PWD. The code data eKreg (R) are calculated by 
enciphering the predetermined value R, using the one-way function value Kreg of the 
confidential information for which it asked as a cryptographic key for authentication. 

To said 2nd equipment Identifier ID The predetermined value eKreg (R) enciphered as 
the one-way function value h of connection to Identifier ID and confidential 
information PWD (ID|PWD) is transmitted. Said 2nd equipment Search the confidential 
information PWD corresponding to the identifier ID which received, and the one-way 
function value h of connection to Identifier ID and confidential information PWD 
(ID|PWD) is calculated. When in agreement as compared with this and the received 
one-way function value h (ID|PWD), calculate cryptographic key Kreg:=h (PWD) for 
authentication, and the predetermined value eKreg (R) enciphered using the 
cryptographic key Kreg for this authentication is decoded. The predetermined value R 
is extracted and value h (R) which changed this with the tropism function on the 
other hand is transmitted to said 1st equipment. Said 1st equipment On the other 
hand, tropism function value h (R) is compared, the predetermined value R of the 
predetermined value R which asked for tropism function value h (R) on the other hand, 
and was received with this — When in agreement, it notifies that authentication was 
materialized to said 2nd equipment. Said 1st equipment It asks for one-way function 
value KCL:=h (PWD|R) of connection of confidential information PWD and the 
predetermined value R as a common key KCL for codes. Said 2nd equipment Common 
Key KCL: It is the correspondence procedure which calculates =h (PWD|R) and is 
characterized by what said the 1st equipment and said 2nd equipment communicate 
mutually, using the common key KCL as a cryptographic key. 




[Claim 2] Said 2nd equipment matches and stores said the 1 st address and common 
key KCL of equipment, and distinguishes the address of said 1st equipment at the 
time of the communication link with said 1st equipment. Read the common key KCL 
corresponding to the distinguished address, and the read common key KCL is used. 
The received data from said 1 st equipment are decrypted, and the transmit data to 
said 1st equipment is enciphered. Said 1st equipment The correspondence procedure 
according to claim 1 which reads the common key KCL of self at the time of the 
communication link with said 2nd equipment, and is characterized by what the 
received data from said 2nd equipment are decrypted, and the transmit data to said 
2nd equipment is enciphered for using the read common key KCL. 

[Claim 3] Said 1 st equipment calculates one-way function value Ksave:=h (PIN) of a 
user’s identification information PIN, and makes it the cryptographic key Ksave for 
preservation, and the common key KCL is enciphered by this cryptographic key Ksave 
for preservation. It is the correspondence procedure according to claim 1 or 2 which 
saves the enciphered common key eKsave (KCL) and is characterized by what said 
2nd equipment matches and stores said the 1st address and common key of 
equipment, and Identifier ID and confidential information PWD are canceled for. 

[Claim 4] The correspondence procedure according to claim 1, 2, or 3 which 
generates said the 1 st Identifier ID and confidential information PWD of equipment, 
stores in the storage section with the generation time T with said 2nd equipment, and 
is characterized by registering Identifier ID and confidential information PWD into 
delivery and said 1st equipment off-line at said 1st equipment from said 2nd 
equipment. 

[Claim 5] When the identifier which received from said 1st equipment is not able to be 
detected in the storage section, said 2nd equipment Consider as authentication failure, 
when the difference of current time and the generation time T is beyond the set point, 
consider as authentication failure, and it sets to said 2nd equipment. When not in 
agreement with Identifier ID and the thing of connection of confidential information 
PWD which, on the other hand, calculated the tropism function value h (ID|PWD), and 
received, it considers as authentication failure. Said 2nd equipment Search the 
confidential information PWD corresponding to the identifier ID which received, and 
the one-way function value h of connection to Identifier ID and confidential 
information PWD (ID|PWD) is calculated. As compared with this and the received one- 
way function value h (ID|PWD), when not in agreement, it considers as authentication 
failure. Said 1st equipment It is the correspondence procedure according to claim 4 
which asks for tropism function value h (R) on the other hand, and is characterized by 
what tropism function value h (R) is compared on the other hand, and authentication 
failure is transmitted for to said 2nd equipment when [ of the this and the received 
predetermined value R of the predetermined value R ] not in agreement. 

[Claim 6] It is the communication system which communicates between the 1st 
equipment (1 1) and the 2nd equipment (21). Said the 1st and 2nd equipment share 




said the 1st Identifier ID and confidential information PWD of equipment. Said 1st 
equipment Generate the predetermined value R and one-way function value Kreg:=h 
(PWD) of confidential information PWD is calculated. The code data eKreg (R) are 
calculated by enciphering the predetermined value R, using the one-way function 
value Kreg of the calculated confidential information as a cryptographic key for 
authentication. To said 2nd equipment Identifier ID The predetermined value eKreg (R) 
enciphered as the one-way function value h of connection to Identifier ID and 
confidential information PWD (ID|PWD) is transmitted. Said 2nd equipment Search the 
confidential information PWD corresponding to the identifier ID which received, and 
the one-way function value h of connection to Identifier ID and confidential 
information PWD (ID|PWD) is calculated. Compare this with the received one-way 
function value h (ID|PWD), and when in agreement, calculate cryptographic key 
Kreg:=h (PWD) for authentication, and the predetermined value eKreg (R) enciphered 
using the cryptographic key Kreg for this authentication is decoded. The 
predetermined value R is extracted and value h (R) which changed this with the 
tropism function on the other hand is transmitted to said 1st equipment. Said 1st 
equipment On the other hand, tropism function value h (R) is compared, the 
predetermined value R of the predetermined value R which asked for tropism function 
value h (R) on the other hand, and was received with this — When in agreement, it 
notifies that authentication was materialized to said 2nd equipment. Said 1 st 
equipment In quest of one-way function value KCL:=h (PWD|R) of connection of 
confidential information PWD and the predetermined value R, it saves as a common 
key KCL for codes. Said 2nd equipment Common Key KCL: It is the communication 
system which calculates and saves -h (PWD|R) and is characterized by what said the 
1st equipment and said 2nd equipment communicate mutually, using the common key 
KCL as a cryptographic key. 

[Claim 7] Between the 1st equipment (11) and the 2nd equipment (21) which 
communicate mutually The private key KCL of said 1st equipment is generated, and 
the address of said 1st equipment and the pair of this private key KCL are notified 
and registered into said 2nd equipment off-line. Said 2nd equipment The self private 
key KAP is generated at the time of an idle. Said 2nd equipment Receive the 
connection request from said 1st equipment, and the private key KCL of said 1st 
equipment is searched from the address of said 1st equipment of a requiring agency. 
Generate the session key K, and encipher connection to the predetermined value R, 
and the session key K and the self private key KAP with the private key KCL of said 
1st equipment, and the code data eKCL (R|K|KAP) are generated. It transmits to said 
1st equipment. Said 1st equipment The self-addressed code data eKCL (R|K|KAP) are 
decoded with the self private key KCL. The predetermined value R, and the session 
key K and the private key KAP of said 2nd equipment are extracted. Furthermore, 
encipher the extracted predetermined value R with the private key KAP of said 2nd 
equipment, and the code data eKAP (R) are generated. The generated code data 




eKAP (R) are transmitted to said 2nd equipment. Said 2nd equipment Receive the 
code data eKAP (R), decode this with the private key KAP of said 2nd equipment, 
compare the predetermined value R which extracted and extracted the predetermined 
value R with the predetermined value R transmitted to said 1st equipment, and if in 
agreement It distinguishes from authentication formation. Said the 1 st equipment and 
said 2nd equipment Respectively, it is the correspondence procedure which saves the 
private key KCL of said 1 st equipment, and the private key KAP of said 2nd 
equipment, and is henceforth characterized by what said the 1st equipment and said 
2nd equipment perform cryptocommunication for using the private key KCL of said 
1 st equipment, and the private key KAP of said 2nd equipment. 

[Claim 8] When said the 1st address and common key KCL of equipment are matched 
and stored and it communicates between said 2nd equipment and said each 1st 
equipment, said 2nd equipment said 2nd equipment Distinguish the address of said 1st 
equipment and the common key KCL corresponding to the distinguished address is 
read. Using the read common key KCL, the received data from said 1 st equipment are 
decrypted, and the transmit data to said 1st equipment is enciphered. Said 1st 
equipment At the time of the communication link with said 2nd equipment, read the 
common key KCL of self and the read common key KCL is used. Decrypt the received 
data from said 2nd equipment, and the transmit data to said 2nd equipment is 
enciphered. When transmitting data common to said two or more 1 st equipments from 
said 2nd equipment, said 2nd equipment The self private key KAP is read and the 
transmit data to said two or more 1 st equipments is enciphered using the read private 
key KAP. Said 1st equipment The correspondence procedure according to claim 7 
which reads the private key KAP of said 2nd equipment, and is characterized by what 
the received data from said 2nd equipment are decrypted for using the read private 
key KAP. 

[Claim 9] Said 2nd equipment enciphers and sends out data with the private key KAP 
of said 2nd equipment, when the transmission place address of the data for 
transmission is a broadcast address. Each 1st equipment of the above The received 
data are decrypted with the private key KAP of said 2nd equipment. A destination 
address When the storage section memorizes, the data for transmission are 
enciphered and sent out with the private key KCL corresponding to the address of a 
transmission place. Said 1st equipment The correspondence procedure according to 
claim 7 or 8 characterized by what the data for transmission are canceled for when 
self-addressed data are decrypted with the self private key KCL and the destination 
address is not memorized by the storage section. 

[Claim 10] It is the communication system which communicates between the 1st 
equipment (1 1) and the 2nd equipment (21). The private key KCL of said 1st 
equipment is generated. The address of said 1st equipment, and the pair of this 
private key KCL It notifies to said 2nd equipment off-line, and this is registered into 
the storage section. Said 2nd equipment The self private key KAP is generated and 




stored at the time of an idle. Said 2nd equipment Receive the connection request 
from said 1st equipment, and the private key KCL of said 1st equipment is searched 
from the address of said 1st equipment of a requiring agency. Generate the session 
key K, and encipher connection to the predetermined value R, and the session key K 
and the self private key KAP with the private key KCL of said 1 st equipment, and the 
code data eKCL (R|K|KAP) are generated. It transmits to said 1st equipment. Said 1st 
equipment The self-addressed code data eKCL (R|K|KAP) are decoded with the self 
private key KCL. The predetermined value R, and the session key K and the private 
key KAP of said 2nd equipment are extracted. Furthermore, encipher the extracted 
predetermined value R with the private key KAP of said 2nd equipment, and the code 
data eKAP (R) are generated. The generated code data eKAP (R) are transmitted to 
said 2nd equipment. Said 2nd equipment If receive the code data eKAP (R), this is 
decoded with a private key KAP, the predetermined value R is extracted and it is in 
agreement as compared with the extracted predetermined value R and the sent 
predetermined value R which was transmitted to said 1st equipment It distinguishes 
from authentication formation. Said the 1st equipment and said 2nd equipment 
Respectively, it is the communication system which saves the private key KCL of said 
1st equipment, and the private key KAP of said 2nd equipment, and is henceforth 
characterized by what said the 1st equipment and said 2nd equipment perform 
cryptocommunication for using the private key KCL of said 1 st equipment, and the 
private key KAP of said 2nd equipment. 

[Claim 11] The computer program for operating a computer as claim 5, the 1st 
equipment of 10, or the 2nd equipment. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[ 0001 ] 

[Field of the Invention] This invention relates to a cryptocommunication system and 
an approach. 

[ 0002 ] 

[Description of the Prior Art] The wireless LAN of IEEE802.1 1b conformity has spread 
as a cheap and easy wireless LAN construction device. 

[0003] 

[Problem(s) to be Solved by the Invention] However, the problem on "security is 
pointed out to IEEE802.11b. That is, the security protocol WEP (Wired Equivalency 
Privacy) of IEEE802.1 1b is brittle, and has risk of communicative security not being 
maintained. The same problem corresponds also to a communication link with a cable, 




and the simpler cryptocommunication system of high reliance, a cryptocommunication 
protocol, etc. are desired. 

[0004] This invention was made in view of the situation mentioned above, and aims at 
offering the system and approach of performing a reliable communication link, 
moreover, a configuration with this easy invention — it is — high — it sets it as 
other purposes to enable a security communication link. 

[0005] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, the 
correspondence procedure concerning the 1st viewpoint of this invention Between 
the 1st equipment (11) and the 2nd equipment (21) which communicate mutually Said 
the 1st and 2nd equipment share said the 1st Identifier ID and confidential information 
PWD of equipment, and it sets to said 1st equipment. Generate the predetermined 
value R and it asks for one-way function value Kreg:=h (PWD) of confidential 
information PWD. The code data eKreg (R) are calculated by enciphering the 
predetermined value R, using the one-way function value Kreg of the confidential 
information for which it asked as a cryptographic key for authentication. To said 2nd 
equipment Identifier ID The predetermined value eKreg (R) enciphered as the one- 
way function value h of connection to Identifier ID and confidential information PWD 
(ID|PWD) is transmitted. Said 2nd equipment Search the confidential information PWD 
corresponding to the identifier ID which received, and the one-way function value h of 
connection to Identifier ID and confidential information PWD (ID|PWD) is calculated. 
When in agreement as compared with this and the received one-way function value h 
(ID|PWD), calculate cryptographic key Kregi^h (PWD) for authentication, and the 
predetermined value eKreg (R) enciphered using the cryptographic key Kreg for this 
authentication is decoded. The predetermined value R is extracted and value h (R) 
which changed this with the tropism function on the other hand is transmitted to said 
1st equipment. Said 1st equipment On the other hand, tropism function value h (R) is 
compared, the predetermined value R of the predetermined value R which asked for 
tropism function value h (R) on the other hand, and was received with this — When in 
agreement, it notifies that authentication was materialized to said 2nd equipment. Said 
1 st equipment It asks for one-way function value KCL:=h (PWD|R) of connection of 
confidential information PWD and the predetermined value R as a common key KCL 
for codes. Said 2nd equipment Common Key KCL: =h (PWD|R) is calculated and said 
the 1 st equipment and said 2nd equipment are characterized by what is 
communicated mutually, using the common key KCL as a cryptographic key. 

[0006] For example, said 2nd equipment matches and stores said the 1st address and 
common key KCL of equipment, and distinguishes the address of said 1st equipment 
at the time of the communication link with said 1st equipment. Read the common key 
KCL corresponding to the distinguished address, and the read common key KCL is 
used. The received data from said 1st equipment are decrypted, and the transmit data 
to said 1st equipment is enciphered. Said 1st equipment At the time of the 




communication link with said 2nd equipment, the common key KCL of self is read, 
using the read common key KCL, the received data from said 2nd equipment are 
decrypted, and the transmit data to said 2nd equipment is enciphered. 

[0007] Said 1 st equipment calculates one-way function value Ksave:=h (PIN) of a 
user’s identification information PIN, and makes it the cryptographic key Ksave for 
preservation, and the common key KCL is enciphered by this cryptographic key Ksave 
for preservation, the enciphered common key eKsave (KCL) is saved, said 2nd 
equipment matches and stores said the 1st address and common key of equipment, 
and Identifier ID and confidential information PWD are canceled — it is good even if 
like. 

[0008] With said 2nd equipment, said the 1st Identifier ID and confidential information 
PWD of equipment are generated, it stores in the storage section with the generation 
time T, and you may make it register Identifier ID and confidential information PWD 
into said 1st equipment off-line from said 2nd equipment at delivery and said 1st 
equipment. 

[0009] in this case, when the identifier which received from said 1 st equipment is not 
able to be detected in the storage section, said 2nd equipment Consider as 
authentication failure, when the difference of current time and the generation time T 
is beyond the set point, consider as authentication failure, and it sets to said 2nd 
equipment. When not in agreement with Identifier ID and the thing of connection of 
confidential information PWD which, on the other hand, calculated the tropism 
function value h (ID|PWD), and received, it considers as authentication failure. Said 
2nd equipment the case where search the confidential information PWD 
corresponding to the identifier ID which received, calculate the one-way function 
value h of connection to Identifier ID and confidential information PWD (ID|PWD), and 
it is not in agreement with this as compared with the received one-way function value 
h (ID|PWD) — authentication — it is good also as abortive. Moreover, on the other 
hand, tropism function value h (R) is compared, and when [ of the this and the 
received predetermined value R of the predetermined value R ] not in agreement, you 
may make it said 1 st equipment transmit authentication failure to said 2nd equipment 
by on the other hand asking for tropism function value h (R). 

[0010] In order to attain the above-mentioned purpose, the communication system 
concerning the 2nd viewpoint of this invention It is the communication system which 
communicates between the 1st equipment (11) and the 2nd equipment (21). Said the 
1st and 2nd equipment share said the 1st Identifier ID and confidential information 
PWD of equipment. Said 1st equipment Generate the predetermined value R and one- 
way function value Kreg:=h (PWD) of confidential information PWD is calculated. The 
code data eKreg (R) are calculated by enciphering the predetermined value R, using 
the one-way function value Kreg of the calculated confidential information as a 
cryptographic key for authentication. To said 2nd equipment Identifier ID The 
predetermined value eKreg (R) enciphered as the one-way function value h of 




connection to Identifier ID and confidential information PWD (ID|PWD) is transmitted. 
Said 2nd equipment Search the confidential information PWD corresponding to the 
identifier ID which received, and the one-way function value h of connection to 
Identifier ID and confidential information PWD (ID|PWD) is calculated. Compare this 
with the received one-way function value h (ID|PWD), and when in agreement, 
calculate cryptographic key Kreg:=h (PWD) for authentication, and the predetermined 
value eKreg (R) enciphered using the cryptographic key Kreg for this authentication is 
decoded. The predetermined value R is extracted and value h (R) which changed this 
with the tropism function on the other hand is transmitted to said 1 st equipment. Said 
1 st equipment On the other hand, tropism function value h (R) is compared, the 
predetermined value R of the predetermined value R which asked for tropism function 
value h (R) on the other hand, and was received with this — When in agreement, it 
notifies that authentication was materialized to said 2nd equipment. Said 1st 
equipment It asks for one-way function value KCL:=h (PWD|R) of connection of 
confidential information PWD and the predetermined value R as a common key KCL 
for codes. Said 2nd equipment Common Key KCL: =h (PWD|R) is calculated and said 
the 1 st equipment and said 2nd equipment are characterized by what is 
communicated mutually, using the common key KCL as a cryptographic key. 

[001 1] In order to attain the above-mentioned purpose, the correspondence 
procedure concerning the 3rd viewpoint of this invention Between the 1st equipment 
(11) and the 2nd equipment (21) which communicate mutually The private key KCL of 
said 1st equipment is generated, and the address of said 1st equipment and the pair 
of this private key KCL are notified and registered into said 2nd equipment off-line. 
Said 2nd equipment The self private key KAP is generated at the time of an idle. Said 
2nd equipment Receive the connection request from said 1st equipment, and the 
private key KCL of said 1 st equipment is searched from the address of said 1 st 
equipment of a requiring agency. Generate the session key K, and encipher 
connection to the predetermined value R, and the session key K and the self private 
key KAP with the private key KCL of said 1st equipment, and the code data eKCL 
(R|K|KAP) are generated. It transmits to said 1st equipment. Said 1st equipment The 
self-addressed code data eKCL (R|K|KAP) are decoded with the self private key KCL. 
The predetermined value R, and the session key K and the private key KAP of said 
2nd equipment are extracted. Furthermore, encipher the extracted predetermined 
value R with the private key KAP of said 2nd equipment, and the code data eKAP (R) 
are generated. The generated code data eKAP (R) are transmitted to said 2nd 
, equipment. Said 2nd equipment Receive the code data eKAP (R), decode this with the 
private key KAP of said 2nd equipment, compare the predetermined value R which 
extracted and extracted the predetermined value R with the predetermined value R 
transmitted to said 1st equipment, and if in agreement It distinguishes from 
authentication formation. Said the 1st equipment and said 2nd equipment 
Respectively, the private key KCL of said 1st equipment and the private key KAP of 




said 2nd equipment are saved, and said the 1st equipment and said 2nd equipment are 
henceforth characterized by what cryptocommunication is performed for using the 
private key KCL of said 1 st equipment, and the private key KAP of said 2nd 
equipment. 

[0012] For example, when said 2nd equipment matches and stores said the 1st 
address and common key KCL of equipment and it communicates between said 2nd 
equipment and said each 1st equipment, said 2nd equipment distinguishes the address 
of said 1st equipment. Read the common key KCL corresponding to the distinguished 
address, and the read common key KCL is used. The received data from said 1 st 
equipment are decrypted, and the transmit data to said 1st equipment is enciphered. 
Said 1st equipment At the time of the communication link with said 2nd equipment, 
read the common key KCL of self and the read common key KCL is used. Decrypt the 
received data from said 2nd equipment, and the transmit data to said 2nd equipment 
is enciphered. When transmitting data common to said two or more 1st equipments 
from said 2nd equipment, said 2nd equipment The self private key KAP is read and 
the transmit data to said two or more 1st equipments is enciphered using the read 
private key KAP. Said 1 st equipment The private key KAP of said 2nd equipment is 
read, and the received data from said 2nd equipment are decrypted using the read 
private key KAP. 

[0013] For example, when the transmission place address of the data for transmission 
of said 2nd equipment is a broadcast address, Data are enciphered and sent out with 
the private key KAP of said 2nd equipment. Each 1 st equipment of the above The 
received data are decrypted with the private key KAP of said 2nd equipment. A 
destination address When the storage section memorizes, the data for transmission 
are enciphered and sent out with the private key KCL corresponding to the address 
of a transmission place. Said 1st equipment When self-addressed data are decrypted 
with the self private key KCL and the destination address is not memorized by the 
storage section, the data for transmission are canceled. 

[0014] In order to attain the above-mentioned purpose, the communication system 
concerning the 4th viewpoint of this invention It is the communication system which 
communicates between the 1st equipment (11) and the 2nd equipment (21). The 
private key KCL of said 1 st equipment is generated. The address of said 1 st 
equipment, and the pair of this private key KCL It notifies to said 2nd equipment off- 
line, and this is registered into the storage section. Said 2nd equipment The self 
private key KAP is generated and stored at the time of an idle. Said 2nd equipment 
Receive the connection request from said 1st equipment, and the private key KCL of 
said 1st equipment is searched from the address of said 1st equipment of a requiring 
agency. Generate the session key K, and encipher connection to the predetermined 
value R, and the session key K and the self private key KAP with the private key KCL 
of said 1st equipment, and the code data eKCL (R|K|KAP) are generated. It transmits 
to said 1st equipment. Said 1st equipment The self-addressed code data eKCL 




(R|K|KAP) are decoded with the self private key KCL. The predetermined value R, and 
the session key K and the private key KAP of said 2nd equipment are extracted. 
Furthermore, encipher the extracted predetermined value R with the private key KAP 
of said 2nd equipment, and the code data eKAP (R) are generated. The generated 
code data eKAP (R) are transmitted to said 2nd equipment. Said 2nd equipment If 
receive the code data eKAP (R), this is decoded with a private key KAP, the 
predetermined value R is extracted and it is in agreement as compared with the 
extracted predetermined value R and the sent predetermined value R which was 
transmitted to said 1 st equipment It distinguishes from authentication formation. Said 
the 1 st equipment and said 2nd equipment Respectively, the private key KCL of said 
1st equipment and the private key KAP of said 2nd equipment are saved, and said the 
1st equipment and said 2nd equipment are henceforth characterized by what 
cryptocommunication is performed for using the private key KCL of said 1 st 
equipment, and the private key KAP of said 2nd equipment. 

[0015] Creation, distribution, etc. may carry out the program for operating a computer 
as the 1 st equipment of the above, or the 2nd equipment, or making a computer 
perform actuation of the 1st equipment of the above, or the 2nd equipment. 

[0016] 

[Embodiment of the Invention] Hereafter, the communication system and the 
correspondence procedure concerning the gestalt of operation of this invention are 
explained with reference to a drawing. 

[0017] The communication system concerning the gestalt of this operation consists 
of Gateway servers 31 which were connected to the access point (server) 21 which 
constitutes wireless LAN 41, and the access point 21 through the cable LAN 42 etc. 
between two or more client terminals (user terminal) 11 (1 1 1 -1 1 n) and the client 
terminal 1 1 , and were connected to the external network, as shown in drawing 1 . 
[0018] As each client terminal 11 consists of a personal computer, a workstation, etc. 
and is shown in drawing 2 , it has the storage section 111, the input section 1 1 2, and 
a display 113 and the processing section 1 14, and is equipped with the wireless LAN 
card 12. 

[0019] The storage section 1 1 1 consists of RAM, a ROM, a hard disk, etc., and 
memorizes various data and programs. In the gestalt of this operation, programs of 
operation, such as data, such as the identifier ID in the end of a local, Password PWD, 
the random-number value R, a private key KCL, the key Kreg for registration, and the 
key Ksave for preservation, an authentication program, an encryption program, an 
application program, and a communications program, are memorized. 

[0020] The input section 112 is equipped with a keyboard, a mouse, a record-medium 
I/O device, etc., and supplies various data and directions to the processing section 
1 14. A display 113 displays various information. 

[0021] The processing section 114 is equipped with a processor etc. and operates 
according to the program of operation memorized by the storage section 111. 




Authentication processing and cryptocommunication processing are performed in the 
example of a gestalt of this operation. Moreover, the processing section 1 14 is 
equipped with the timer. 

[0022] The wireless LAN card 12 receives and decodes the radio signal which is 
constituted as the so-called PC card and the client terminal 1 1 is equipped with, and 
changes into a radio signal the transmit data supplied from the processing section 1 14, 
and transmits to an access point 21, and an access point 21 transmits, and provides 
the processing section 1 1 4 with it. In the wireless LAN card 1 2, the MAC (Machine 
Access Control) address of the proper for identifying the card is memorized. 

[0023] an access point 21 — between two or more client terminals 1 1 — wireless 
LAN 41 — constituting — wireless LAN 41 and a cable LAN 42 — ** — it is for data 
to transmit in between, and as shown in drawing 3 , it has wireless (interface) IF 211, 
a cable (interface) IF 212, the storage section 213, a database 214, the input section 
215, a display 216, and the processing section 217. 

[0024] Wireless IF 21 1 changes into a radio signal the transmit data which receives 
the radio signal from the client terminal 11, gets over, and provides for the processing 
section 217, and is offered from the processing section 217, and carries out wireless 
transmission. 

[0025] A cable IF 212 sends out the signal which provides the processing section 217 
with the signal on a cable LAN 42, and is offered from the processing section 217 on 
a cable LAN 42. 

[0026] The storage section 213 consists of RAM, a ROM, a hard disk, etc., and 
memorizes various data and programs. In the gestalt of this operation, programs of 
operation, such as data, such as the random-number value R, a private key KCL, the 
key Kreg for registration, and the key Ksave for preservation, an authentication 
program, an encryption program, an application program, and a communications 
program, are memorized. 

[0027] A database (DB) 214 contains the registration information DB and the client 
key DB, as shown in drawing 4 . The registration information DB matches and 
memorizes the generation time T of the identifier ID of each client terminal 11, 
Password (presetting confidential information) PWD, and Identifier ID and Password 
PWD. The client key DB matches and memorizes the MAC Address and the client key 
(secret cryptographic key; common key) KCL of the wireless LAN card 1 2 with which 
the client terminal 1 1 was equipped. 

[0028] The input section 215 of drawing 3 is equipped with a keyboard, a mouse, a 
record-medium I/O device, etc., and supplies various data and directions to the 
processing section 217. A display 216 displays various information. 

[0029] The processing section 217 is equipped with a processor etc. and operates 
according to the program of operation memorized by the storage section. Especially, 
in the gestalt of this operation, wireless cryptocommunication processing including 
authentication processing of the client terminal 1 1 etc. and bridge processing of the 




data between wireless LAN 41 and a cable LAN 42 are performed. About the detail of 
processing, it mentions later. 

[0030] It connects with a cable LAN 42 and the Gateway server 31 of drawing 1 is 
connected to the network of the exteriors, such as INTANETTOIN IN. 

[0031] Next, actuation of the communication system which has the above-mentioned 
configuration is explained. In this communication system, in order to receive data 
through the wireless LAN 41 built between the client terminal 1 1 and an access point 
21, as shown in drawing 5 , it is necessary to complete prior registration and the 
procedure of mutual recognition. 

[0032] (1) When newly connecting the client terminal 11 to the prior registration 
wireless LAN 41 to the access point 21 of the client terminal 1 1, the manager of a 
system is an access point 21, he generates ID and Password PWD in advance (step 
S1 1), and as shown in the registration information DB with the generation time T at 
drawing 4 (a), he registers. 

[0033] Identifier ID and Password PWD which were generated are notified to the 
client terminal 1 1 off-line, for example, are entered from the input section 213, and 
are registered into the storage section 111 (step SI 2). Thereby, new Identifier ID and 
new Password PWD of the client terminal 1 1 are shared between the client terminal 
1 1 and an access point 21. 

[0034] (2) The client terminal 11, the mutual recognition of an access point 21, and 
exchange a of a cryptographic key The client terminal 1 1 requires connection of an 
access point 21 to communicate through wireless LAN 41. Answering this demand, an 
access point 21 once establishes connection by radio between the client terminals 1 1 
according to opening authentication. 

[0035] b) Next, the processing section 114 of the client terminal 1 1 performs a 
random-number program, and generates the random-number value R (the constant of 
arbitration is sufficient although a random number is desirable in addition). 
Furthermore, by predetermined Hash Function h ( ), the processing section 1 14 
calculates the password PWD defined by several 1, the hash value of connection to 
the random-number value R, and the hash value of Password PWD, considers as the 
client key KCL of the client terminal 11, and the key Kreg for registration, and is 
stored in the storage section 111 (step SI 3). In addition, the client key KCL is a 
private key common to a client 1 1 and an access point 21 , and the key Kreg for 
registration is a common key used only for authentication processing. 

[Equation 1] KCL:=h(PWD|R) 

Kreg:=h(PWD) 

It is the communication system which communicates between the 1st equipment (11) 
and the 2nd equipment (21). The private key KCL of said 1st equipment is generated. 
The address of said 1 st equipment, and the pair of this private key KCL It notifies to 
said 2nd equipment off-line, and this is registered into the storage section. Said 2nd 
equipment The self private key KAP is generated and stored at the time of an idle. 




Said 2nd equipment Receive the connection request from said 1st equipment, and the 
private key KCL of said 1st equipment is searched from the address of said 1st 
equipment of a requiring agency. Generate the session key K, and encipher 
connection to the predetermined value R, and the session key K and the self private 
key KAP with the private key KCL of said 1st equipment, and the code data eKCL 
(R|K|KAP) are generated. It transmits to said 1st equipment. Said 1st equipment The 
self-addressed code data eKCL (R|K|KAP) are decoded with the self private key KCL. 
The predetermined value R, and the session key K and the private key KAP of said 
2nd equipment are extracted. Furthermore, encipher the extracted predetermined 
value R with the private key KAP of said 2nd equipment, and the code data eKAP (R) 
are generated. The generated code data eKAP (R) are transmitted to said 2nd 
equipment. Said 2nd equipment If receive the code data eKAP (R), this is decoded 
with a private key KAP, the predetermined value R is extracted and it is in agreement 
as compared with the extracted predetermined value R and the sent random-number 
value R which was transmitted to said 1st equipment It distinguishes from 
authentication formation. Said the 1st equipment and said 2nd equipment It is [0036] 
to which the private key KCL of said 1st equipment and the private key KAP of said 
2nd equipment are saved 0036, and said the 1st equipment and said 2nd equipment 
perform cryptocommunication henceforth using the private key KCL of said 1st 
equipment, and the private key KAP of said 2nd equipment, respectively, c) Next, 
generate the encryption data eKreg (R) based on hash value h (ID|PWD) of connection 
in Identifier ID and Password PWD, and the key Kreg for registration of the random- 
number value R, and store in the storage section 1 1 1 temporarily. In addition, hash 
value h (ID|PWD) of connection in Identifier ID and Password PWD should just be 
calculated by even the transmitting phase at either the access point 21 or the client 
terminal 1 1. 

[0037] d) Then, the client terminal 11 transmits the self identifier ID, hash value h 
(ID|PWD), and the code data eKreg (R) to an access point 21 (step SI 4). 

[0038] e) The processing section 217 of an access point 21 receives these data 
through wireless IF 211, and once stores them in the storage section 213. Then, the 
registration information DB is retrieved for the identifier ID which received to a key. 
[0039] f) this retrieval processing — when it is and the identifier ID which received is 
not registered into the registration information DB, judge that it is unlawful access, 
return an unlawful access error, and cut connection with that client terminal 1 1 
henceforth (step SI 5). On the other hand, when the identifier ID is registered into the 
registration information DB, the corresponding password PWD and the generation time 
T are read. 

[0040] g) Next, search for the difference of the generation time T and current time 
which were read, and distinguish whether it is beyond a reference value. 
g-1) When **** of the generation time T and current time is over the reference value 
(i.e., when a long period of time has passed since registration), answer the client 




terminal 1 1 through wireless IF 211 in a registration time-out. The processing section 
1 14 of the client terminal 1 1 displays the message of a purport which should receive 
through the wireless LAN card 12 and should re-register this into a display 113. 

[0041] g-2) On the other hand, when the difference of the generation time T and the 
time of present in Japan is under a reference value (i.e., when not equivalent to a 
registration time-out), the processing section 217 verifies hash value h (ID|PWD) 

(step SI 6). That is, it distinguishes whether the processing section 217 is in 
agreement with hash value h (ID|PWD) which calculated hash value h (ID|PWD) of 
connection in the identifier ID which received, and the password PWD read from the 
registration information DB, and received from the client terminal 1 1 . When in 
agreement and it distinguishes, the processing section 217 returns challenge failure to 
the client terminal 1 1, and cuts connection. 

[0042] h) When calculated hash value h (ID|PWD) and hash value h (ID|PWD) which 
received were in agreement and it distinguishes on the other hand, the processing 
section 217 calculates the key Kreg for registration (: =h (PWD)) (step SI 7). 

[0043] Next, the processing section 217 decodes the encryption data eKreg of the 
received random-number value R (R) using the generated key Kreg for registration, 
and extracts the random-number value R which the client terminal 1 1 generated 
previously (step SI 8). 

[0044] i) The processing section 217 calculates hash value [ of the extracted 
random-number value R ] h (R), and transmits this to the client terminal 1 1 (step SI 9). 
[0045] j) Next, the processing section 1 14 of the client terminal 1 1 verifies hash value 
[ of the random-number value R ] h (R) (step S20). That is, the processing section 
1 14 calculates hash value [ of the random-number value R memorized in the storage 
section 1 1 1 ] h (R), and compares with this hash value h (R) which received from the 
access point 21. When both hash values are not in agreement, they return 
"authentication failure (NG)" to an access point 21, and the processing section 1 14 
cuts connection. On the other hand, when it is judged that it is in agreement, "an 
authentication success (O.K.)" is returned to an access point 21. 

[0046] k) Answering the notice of an authentication success, the processing section 
217 of an access point 21 calculates client key KCL:=h (PWD|R) (step S21), and 
registers [a MAC Address and KCL} into the client key DB of a database 214 using 
the MAC Address contained in the header information of radio. Then, Identifier ID and 
Password PWD on the storage section 213 are canceled. 

[0047] I) The processing section 114 of the client terminal 1 1 inputs PIN 
(identification information) of the user by whom the user is recorded on the IC card 
for authentication etc. from the input section 1 1 2, for example, after transmitting an 
authentication success. The processing section 114 calculates hash value:=h (PIN) of 
inputted PIN, and is taken as the key Ksave for preservation. Using this key Ksave for 
preservation, the processing section 114 enciphers the client key KCL, and saves the 
enciphered client key eKsave (KCL) in the storage section 111. 




[0048] In the above comparatively easy procedure, the mutual recognition between 
the client terminal 1 1 and an access point 21 and exchange of a cryptographic key 
are completed safely, and a wireless code channel is established. 

[0049] For example, in transmitting the packet received through Cable LAN side to 
the cable IF 212 to the client terminal 1 1 from an access point 21 at a wireless LAN 
side, it performs the next processing. 

[0050] First, the MAC Address of the destination of the packet which received is 
distinguished and it distinguishes whether this MAC Address is registered into the 
client key database. When were registered, it distinguishes and the MAC Address 
exists in a table, the client key KCL corresponding to the MAC Address is read, the 
part (payload) except the packet header of a packet is enciphered with the client key 
KCL, and it sends out from wireless IF 21 1 . 

[0051] The processing section 1 14 of each client terminal 1 1 incorporates radio 
intelligence through a radio communication equipment 12. The processing section 114 
asks for hash value h (PIN) of a user’s PIN, asks for the key Ksave for preservation, 
and decodes the enciphered client key eKsave (KCL) which is stored in the storage 
section 1 1 1 using this key Ksave for preservation. Using the decrypted client key KCL, 
the processing section 114 decrypts the payload part of a self-addressed packet, and 
memorizes it in the storage section 111. 

[0052] On the other hand, a radio communication equipment 12 cancels this, when the 
MAC Address contained in the header differs from a self MAC Address. By this, a 
packet will receive only the packet enciphered with the client key KCL of self by self- 
addressed. 

[0053] On the other hand, an access point 21 cancels the packet, when it is judged 
that the MAC Address of the packet for transmission does not exist in the client key 
DB. 

[0054] In case a packet is sent out from the client terminal 11 to an access point 21, 
it enciphers with the client key KCL which generated the key Ksave for preservation, 
decrypted the client key KCL with this key Ksave for preservation, and decrypted the 
information storing part (payload) of a packet from a user’s PIN, and the processing 
section 1 14 is sent out from the wireless LAN card 12. 

[0055] The processing section 217 of an access point 21 once incorporates a radio 
signal through wireless IF 21 1, distinguishes the Mac address of a transmitting agency 
from header information, reads the client key KCL corresponding to this from the 
client key DB, and decrypts a payload part. If an access point 21 is required, after it 
enciphers this by the encryption algorithm for Cables LAN, it sends out a packet to 
Cable LAN. 

[0056] (3) When the client terminal 1 1 stops existing under management of the 
communicative cutting access point 21, an access point 21 cuts connection and 
stands by the connection request from a client. 

[0057] As explained above, this communication system can carry out exchange of the 




mutual recognition between the client terminal 1 1 and an access point 21, and a 
cryptographic key to insurance in a comparatively easy procedure. It is designed 
based on the common key encryptosystem. For this reason, as compared with the 
case where a public key system is used, it becomes possible to raise processing 
speed. 

[0058] Moreover, since the private key KCL of each client terminal 1 1 is registered 
into an access point 21 and it is used by authentication processing, spoofing can be 
prevented. 

[0059] (Gestalt of the 2nd operation) The gestalt of operation of the 2nd of the 
communication system concerning the gestalt of implementation of this invention is 
explained hereafter. 

[0060] The basic configuration of the system of the gestalt of this operation is 
substantially the same, and is hereafter explained to be the structure of a system of 
the gestalt of the 1st operation focusing on the communications protocol which is the 
focus. 

[0061] (1) The processing section 114 generates the private key KCL of a client on 
the client terminal 1 1 with which registration **** of a client and the wireless LAN 
card 12 were installed. 

[0062] Next, the MAC Address of the wireless LAN card 12 and the pair of this 
common key KCL are transmitted to an access point 21 off-line. An access point 21 
registers this pair into a database 214. 

[0063] (2) At the time of the idle, the processing section 217 of the generation 
access point 21 of an access point key generates the private key KAP of an access 
point 21 dynamically, and stores it in the storage section 213 (when the client 
terminal 1 1 which is communicating does not exist). 

[0064] (3) The authentication access point 21 of the client terminal 1 1 performs key 
exchange and authentication in the following procedure, when the connection request 
from the client terminal 1 1 is received. 

[0065] a). The client terminal 1 1 transmits a connection request to an access point 
21 . 

[0066] b). The processing section 217 of an access point 21 receives a connection 
request, accesses a database 214, and searches the client key KCL from the MAC 
Address of the client terminal 11. 

[0067] c). The processing section 217 of an access point 21 generates the session 
key K at random. 

d). The processing section 217 of an access point 21 enciphers connection in the 
random-number value R, and the session key K and the access point key KAP with 
the client key KCL, and generates the code data eKCL (R|K|KAP). 

[0068] e). The processing section 217 of an access point 21 transmits the code data 
eKCL (R|K|KAP) to the client terminal 1 1 through wireless IF 21 1. 

[0069] f). Through the wireless LAN card 12, the processing section 1 14 of the client 




terminal 1 1 decodes the self-addressed code data eKCL (R|K|KAP) with the client 
key KCL of self, and extracts the random-number value R, the session key K, and the 
access point key KAP. 

[0070] g). The processing section 114 of the client terminal 11 enciphers the random- 
number value R with the access point key KAP, and generates the code data eKAP 
(R). 

[0071] h). The processing section 1 14 of the client terminal 1 1 transmits the 
generated encryption data eKAP (R) to an access point 21. 

[0072] i) . The processing section 217 of an access point 21 receives the encryption 
data eKAP (R) through wireless IF 21 1, decodes this with the access point key KAP, 
and extracts the random-number value R. 

[0073] j). An access point 21 compares the extracted random-number value R with 
the random-number value R generated previously, and if in agreement, it will judge it 
to be "an authentication success (O.K.)." 

[0074] Thus, after authentication of the client terminal 1 1 is successful, wireless 
cryptocommunication is performed between the client terminal 1 1 and an access 
point 21. 

[0075] For example, in case an access point 21 transmits the packet received from 
the cable LAN 42 side to a wireless LAN 41 side, the processing section 217 performs 
the following processings according to the value of a MAC Address. 

[0076] a). First, when the transmission place address of the packet which received 
through the cable IF 212 is a broadcast address, a control section 217 enciphers the 
payload of a packet with the access point key KAP, and sends it out to wireless IF 
211. Each client terminal 1 1 receives a packet, distinguishes that a destination 
address is a broadcast address, and decrypts a payload with the access point key 
KAP stored in the storage section 111. 

[0077] b). A control section 217 distinguishes whether in the case of the MAC 
Address, the destination address is registered into the database 214 for the 
transmission place address of the packet which received through the cable IF 212. 
When registered, the client key KCL corresponding to the MAC Address is read, the 
payload of the packet is enciphered with the client key KCL, and it sends out to 
wireless IF 211. Each client terminal 11 distinguishes a self-addressed packet, and 
decrypts a payload with the client key KCL stored in the storage section 111. 

[0078] c). When the destination address is not registered into a database 214, the 
processing section 217 cancels the packet. 

[0079] On the other hand, in transmitting data to an access point 21 from the client 
terminal 1 1, the processing section 1 14 of each client terminal 1 1 enciphers the 
payload of a packet with the client key KCL of self, and sends it out to the wireless 
LAN card 12. An access point 21 distinguishes a transmitting agency from the 
transmitting agency address, reads the client key KCL corresponding to this from the 
table on a database 214, and decrypts the payload of a packet with the client key 




KCL. 

[0080] Since the communication system of the gestalt of this 2nd operation is also 
designed based on the common key encryptosystem, it can make processing speed 
high. Moreover, since the private key of a client is registered beforehand and it is 
used by authentication processing, spoofing can be prevented. Moreover, the key of 
an access point is generated dynamically, key exchange is performed with the client 
terminal, and the brittleness by IV collision which is the weak spot of WEP can be 
avoided. 

[0081] In addition, this invention is not limited to the gestalt of the above-mentioned 
implementation, but various deformation and application are possible for it. For 
example, although the gestalt of the above 1st and the 2nd operation has illustrated 
the solution powerful as a basic algorithm, it can also be simplified if needed. On the 
contrary, other requirements for verification may be added in the case of 
authentication. In this invention, with "an authentication success", when other 
requirements or conditions exist, let it be requirements to have satisfied them. 

[0082] Other functions may be used although the Hash Function was illustrated as a 
tropism function on the other hand with the gestalt of the above-mentioned 
implementation. In the gestalt of the above-mentioned implementation, in the 
communication link between a client and an access point, although this invention was 
explained to the example, this invention is not limited to this, but when performing 
cryptocommunication between two equipments, it can apply widely. Moreover, 
although this invention was explained to the example, this invention is not limited to 
wireless LAN, but can apply wireless LAN also to other radio. Furthermore, it is 
applicable also to a wire communication. In the case of a wire communication, except 
that the wireless LAN card 12 is changed into a LAN card and wireless IF 21 1 is 
changed into Cable IF, there is no ontic modification. 

[0083] In addition, the system of this invention cannot be based on the system of 
dedication, but can be realized using the usual computer system. For example, the 
server 1 1 1 grade which performs above-mentioned processing can be constituted by 
installing this program from the media (a flexible disk, CD-ROM, etc.) which stored the 
program for performing above-mentioned actuation in the computer. In addition, an 
above-mentioned function may be stored only through parts other than OS, when OS 
is realized by cooperation of an assignment or OS, and application. 

[0084] In addition, it is also possible to superimpose a program on a subcarrier and to 
distribute through a communication network. For example, this program may be put up 
for the notice plate (BBS) of a communication network, and this may be distributed 
through a network. And above-mentioned processing can be performed by starting 
this program and making it perform like other application programs under control of 
OS. 

[0085] 

[Effect of the Invention] According to this invention, it becomes possible to perform a 




reliable communication link. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the configuration of the communication system 
concerning the operation gestalt of this invention. 

[Drawing 2] It is drawing showing the configuration of the client terminal shown in 
drawing 1 . 

[Drawing 3] It is drawing showing the configuration of the access point shown in 
drawing 1 . 

[Drawing 4] It is drawing showing the example of the table stored in the database 
shown in drawing 3 . 

[Drawing 5] In the gestalt of the 1st operation, it is drawing showing the information 
transmitted and received between a client terminal and an access point, and its 
procedure. 

[Description of Notations] 

1 1 Client Terminal 
21 Access Point 

41 Wireless LAN 

42 Cable LAN 
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kemqm&si. 

m#«3] Buism i ©$saii, n — wdmwamp i 

N®-£GiMIM!Ksave:=h (PIN) £I+WL 
savetu H<D<£#fBBg^StK 
s a vefc«fcy*aaKCL£RHWbLT» MWbL tc 



ftiieKsave (KCL) £«# L, 

MiBm 2 cDgaii, Mtsm i ©sa©7 Kuxtttiia 

mm? i DtawflHBPWDt 

£®n-r*, 

Z£&mt*ZU*m 1 Xli 2 tclBttoa«^;So 

»*54] tulBm 2 ©SWT', WIB*1©S11©MW 

?\ D^mnwRPWD*£au £j*bbst£#ice 
ttBKttttU 

ByfBm2©SB6'bBu!Bmi©SWlc, MW? I D£$ 

«flM8PWD**75'r>Tau tuiBm i ©saicg 

a-rsct£fs*at-rsif*Jii, 2 3 icsb^<d5m 

(17d;£„ 

[■*B5] SuSBm2 ©SB!*, 
buIBSI 1 OKBfrSeftLfcWSiJ^SIBaStcttBlT# 
BCFSfitU 

MttBB£^BB*T£©*tfI®£«J^?a&*i»£tt 

ISSiE^FfiKiZli U 

buIBSI! 2 ©SBK&'O'T, MW? I DittWWBPWD 
©a*£©-*iPittaisah o d i pwd) £i+hl, 
&m^t&<r)£-&Lr^m^mW*tfliL£ L, 
fyIBm2 ©SBli, SBLfcliW? I DlCttftrettB 
1WIPWD£ttSU M8U?I DtfcgffilfSBPWDt© 
a*£©-£lR]|IflgSrt®h (I D | PWD) £§+*L, Etl 
£ §fit L fc— ;£[ rJ B t!3&(l h (I D | PWD) ttfc&L, 
-St L t U 
buIBM 1 ©SBli, R ©-£|rJ 1£H*MI h ( R ) 

£*46, Cftt»lLrfcm)e«R<0-*filttB»«h 
(R) ££J±8U -8tL£l'if£«BsE?jaft£BusB 
ft2©ttM(z3iir«, 
c t icB*©afli*a. 

[M*£6] mi ©SB (11) tm2©SW (2 1) 

£©RaTaffi£^bii«'>XxAT;fcoT, 

WIBm 1 OSBOSISIJ? I D PWD i;£fijIB 

mi <>:m2<DgaT'«WL, 

Mism 1 osaii, ms«R«gtjau shmhbpwd 

r eg : =h (PWD) £f+mL, 1+ 
»L/c®ffi1f$B©-^|p)ga3»faK r e g £lSSEffl<DBf^ 
at LTffil'T, Bf3MR«BMKbLTB»T-^ e K 
reg (R) «WL, 0u!Bm2cDgaic, MS<J? I D 
t, MW? I DtlMMHiPWDi®51ttO-*iaMtt 

fflh ( I D | PWD) t, «HWb*nfcmS«e K r e 
g (R) t£i£«U 

MlBm 2 SfiL/cSSSU? I DU:»J6r«SMS 

flHBPWD£«*L, MW? I D£»«1t#PWD£© 
SlgcD-^lRlMifcfflh (I D | PWD) £|+»L, Ctl 
tSfllLfc-*lRlBMk«h (I D | PWD) t£J±«f 
L, -SLfca^lC, ISEffl^Bi^aK r e g : =h 
(PWD) £f+»L, C©ISKffl©Bg^aK r eg£ffl 
L'TRHMbtftlfcmtfle K r e g (R) £B^LT, 
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(R) «i3Effia£IK[;:£ffiU 
mERi ® rb& w£ffiR©-*iRittB8««h (r) 
£*46x Cft£gfflLfcm£ffiR©-:&AttRaffih 
(r) tztk&u -ntzm-sic, mm #asLLitz 
t^BuSB^2 0gaiciiSQU 
mzm i IMMIHH pwd tpf T$f * r 

-SliilBRfflKCL : = h (PWD | R) 
iiiaKCLi:LT^46T«#U 
0UlBm2<Dg»(i. ttilSIKCL : =h (PWD | R) 
£It»LTffi£Lx 

Buiemi (Dmwtmzw, 2 <Dmm.t\t. «iiaKCL£ 
LTfflL'T«Sfca«*fT3» 

[R*B7] fflSlcaflrfcftd* 1 ®BB (1 1) <hS 
2©g* (2 1) 4:©IH? % 

mzm i osBoium kcl u busbss i 
S<D 7 7 KbX«hCl^iSffi^KCL<D^7^ HijfB8l2<D 
aBfc*7y-r>Ta»LTB»L» 
sulBm2(Dg»li. 7-fK/WHc, iB<D«Sffi8lKAP 
*4/«U 

0Ul3S2(Dgaii. IfflR 1 ©£Bfr6©RMS*eS 
IIU g*7£cDHuIB^ 1 <D£»©7 KLXA'SSylBIfl 1 
©RB©»B*KCL*B*L. Hr y '> 3 >R K 
Lx mSfflRt-fey*>3V®KtaB®IMMlKAPt 
©RttfcIMB* 1 ©BBaftBRK C L KTHWkLT 
Mr-^eKCL (R I K | KAP) fc^fiEL Tx tu 
fsaiKDgfftciSfiu 

MfBJg 1 ©SSlix SBJSOBg^x-^eKCL (R | 
K I KAP) agBOlMMIKCUCTaWLT* ffiiE 
« r t -b v •> 3 >m k t ibbr 2 vmmtDtmm kap 
UJU SSfcx J4tDLfcRfr^ffiR^iuSBS20g 
WVWmMK A P-pflWfcLTBWx-i ? e K A P 
(R) ££$Lx SjaLfcflWx-v *eKAP (R) £ 
BulBSfl2<DgBt;:£{ILx 

B5IBm2(Dgaii. Wf— «eKAP (R) *Sffl 
U Ctl^HuIBm2©g®©^ffi®KAPlCTa^LT 
ws«r sttia u tttu LfcmziMR tmzm i <dsb 

tcafltLfcWZEBRtattlRU -StLTl'fttfx ESSE 

ffiz%uD£S£mzm 2 (D%mts mzm 

1 <0gS©$®8i KCL t HUlBm 2(7)g»0«Sffi8IKA 

Pimu 

J-m inB«i©RB£tOTB£2©&B(i< buIBMI© 
SBOtttM KCLi HufBSfl 2 ©£B®«MHR KAPi 
HMa««»rT*x 

[fl$B8] tgfB^2<D^«^ I9IB* 1 ©SB<J!>7 K 

UXirKiSSiK C L iSSWTWL 
NER2©RB£B4®irERl ©RB£®n?Bffl* 

fT^JfnlCx 



SOIBB 2 (DBBBs buIBUI 1 <D%kW<D7 K LXfcfJS'J L 
T, WJLfcT- KUXtc»JW*#a«K C L 
Lx RWHLfc«a*KCL*ffll,'T % BuSBmiWg* 
frSOSBy-SrfcfiWfkLx fijfBM 1 ©^B'xOD^ff 
T— *«WfcLx BB£ 1 OSBIi. mz& 2 (D$iW. 
ioafflutiCx SB<Dtta^KCL?K^ttiLx man a 
Lfc»aaKCL^ffli'Tx mzm2<D$iWti'$(D%m 
kLx MEB2©RB^©3fl7-«*n 

<Mku 

MIBm2<DgK*'6«&CDiiu!BSg 1 ©RBlC»a®T- 

**a«T*i»dic. 

BufB®2©gB«x SB©»BRKAP£R*ti]Lx R 
MHLfcWBBKAPfcBl'Tx Bft©nlER 1 ©SB 
^aSfflx-^WWfcLx sulBS 1 ORBB. huIBU 
2©*B©«W«KAP£H*aiLx RftfflLfciMNI 

KAPfcffll'Tx BUfBM2 0g»*'6(D®1i7 ; '— $t«R 

*ffcT*x 

C <k *$ia<fc-f 7 (cBBoaffl^R. 

[R^«9] tuIBM2(Dg*Bx aflWB®r-«®a 
\%%7 K U7.6'7'P - K* + X h 7 K U X©t!£x r- 
* £b 5E» 2 ©£B©SMMI KAP TflWtt LTBHi 
Lx ««nBRl®BB»x S«Lfc7 s -*:6ilE*2© 
£B©ffiffiR KAP 7-a^k Lx 
BitT'Fuxtfx lati^iciBti^nTu^ii^x 3fs*t 
&7-$£x 2£«ft©7KLX(CttJ&r£*iSffiSiKCL 
■CTWfbLTafflLx buIBMI OgBBx §BJ3©7- 
^^x iB®®ffiBKCL7'B^fkLx 
J65t7KLX6\ fB'ttgPlciBttirnTl'^l'Ji^x Bfll 

CtZftmttZ f»?R« 7 Xtt 8 (CIB*g®a«^;£o 

[BBB1 0] mi <D%W (11) tm2(D%W (2 
1) ^onTaflSfr^afB^Xx/xTAoT^ 
fylBIg 1 KCL Lx tuIBM 1 ©g 

B©7KL^i;C©®ESaKCL<7)^7^x buSBM2© 
■£mc*7^'r>?®ti]u cn^iBisspicMaLx 
Bul3S2®g*lix T'-TK/bBtCx aB®«HBRKAP 
*4l#LttRLx 

BuSBa2®gB«x suSBai®^B6'eo}gRg5R^§ 
<8 Lx E*7 c®bu!B» 1 ®g»<7)7 H UXi'eSulBM 1 
<D%W<D%&mm KCL Z&m L, -bys/gv* K££)$ 
Lx F/r®flRi-tr'y'>a>aKi:SB<D^ffiaKAPi 
©^*£^8513* 1 ®g»<D*i®8IK C L fCTBWfkLT 
Mr-JeKCL (R I K I KAP) ££j$LTx fu 
!B^1®g»lc)£(«Lx 

buE* 1 ©RBttx SBBCWr-^eKCL (R I 
K | KAP) *aB©IMfi«KCLlCT«*LTx Hf« 
«Ritr>aV#K (kMiBM 2 ®RB®IBBR KAP 
t*»ajLx ?eitx iitbLfcF/T^(iR ; &Buiam2og 
BWIMMIK A PWWfkLTIWT-^ e K A P 
(R) ££j$Lx 4RLfcB»T— SeKAP (R) « 
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iiu§BS2©gBK£«L. 

BuIBS2©gaU:. ^f-^eKAP (R) £gft 

u cnswMtKAPicTtt^LTmaiRetttti 

U J*iaLfcBf$fflRtB3Elli1©««lca6fllLfcao 
/tms«Ri:ik«u -aLTivtiur, beaa&wm 

1. 

MI3S1©gB<!:8uIBS2©gB(i. £*l£'*l. buIBS 
1 © ga©*iS®8l K C L £ fijfBS 2 ©gB©S&«SI K A 
PtZUftL, 

ttft. iaiB*l©gB£lMB*2©gBtt. iiuIBSl © 
gB©*iiffi8l KCLi iiufBS 2 ©gB©*iS®g K A P <!; 

£ffli'T. «WiI«£*fiT*. 

■>XtA„ 

[«#E1 1] PVfc°:L— ££If#J3f5Xtt1 0©Sl 
©»BXtt*2©gBiLTttffcSFi«fc46©:3>ea 
-ZfuV^L. 
c^©i¥«a^^] 

[000 1] 

[*«©■«»*$»] **mts Mai-^ri* 

tumzmtz, 

[0002] 

[&*©&»] giTffiiSiHLANMf/^xi 
LT. IE EE 80 2. 1 1 b *»©££ L A N t^Tk 
LTt'5. 

[0003] 

[R^maLi^tr**®] u&fu ieeeso 

2. i i bictt, ±ommffmmzti 

7V*„ BA'S. IEEE802. 1 1 b©-tr+a 'Jj-f 
7P bH/bWEP (W i r ed Equivalenc 
y Privacy) liKBTSU* afBO-b+aUT 1 
'ftfKBttftUH'feKfl'**. Pt*©fl)jB& *r«T© 
aflMctttSU «fcya«r*ffliii©iiwaflh>xx 

/x. 

[0 0 0 4] Jd£Lfc*fltK:&*TttStlfc 

t©T\ <HStt©^L'aa^ff5iI«!:6'prSg5'>X7 ; ^ 
i£Sfc£SWW*Cfc£B»iT* „ *fc» C©»litt 
IBBfclUrt?. *-b+ayx-ffl:jifll*^Itt4:T*Ci: 
£«l©Stt£*-*. 

[0005] 

[«i*iii»r*fc»©¥« ±ias«£»*r«fc 

46. *fge,8©S 1 ©M£(cft«. iiffi;£>£(i. 4SS13K 
«£fr3*l©gB (ID <tH2©ga (2 1 ) tO 
we* mem i ©*«©W5U? i d pwot 
^buIBS 1t*2 ©gBWfi u tuIBB 1 ©gBlcfc 
I'T. m««R«S«L» »«1WBPWD©-*|p]B» 
iKreg:=h (PWD) £#46. #46fc*iS®tf$S© 
-*lplHtt«K r e g £S5fiEffl©8i^gI<b LTffll'T. 
mJtBRSBHUbLTBWx-^ e K r e g (R) £f+ 
»L. itufBS2©gB(c. KBI?I Dt. Kftl?l Dt 
ttffifllBPWDi:OaiS©-*iaBttfllh (I D | PW 



D) t . BWfcartlfcBiSBe K r e g (R) <k£&ffi 
l. Bti3^2©ga(i. afliLteW3ij?i dgsi®*-* 
um\m pwd u kbu? i d tms ita pwd 

£©iM6©-;WDH»Bh (I D | PWD) £I+*L. 
Ctl£S«Lfc-*l&B*M*h (I D | PWD) £j±« 
L. -&LtcM£lZs wmmo^m r e g : = h 
(PWD) £!+WU C©SSEEffl©BS^8IK r e g£ffl 
K r e g (R) £«^LT. 
p/r$fi!R£ttthL. E*i£-*flttH«?M*Lfcfflh 
(R) £Buf3Sl©gBK&{SL. tuiBS 1 ©gBl*. 
BfB«R©-*lRlttB*Mlh (R) £#46. Ctlt&m 
LfcmSBR©-*lRlttB««h (R) tZtk&U - 
mrzmsiz, rnm^n Ltctt £buibs 2 ©gate 
aau suiBifn ©gat*. w«itapwDtBfs«R 

©ji^©-^[R)^irfflKCL : = h (PWD | R) £Bg 
^ffl©tt>i8IKCL£LT#46. MIBS 2 ©gB(*. # 
MKCL : =h (PWD | R) £§+» L. buIBSI© 

ga<tSulB^2©ga<!:«. #iISIKCL£B§^8l<‘:L 
TEl'T*S5KiI{i£ff-3. Cfc£1«S£r*. 
[0006] axi* . buibs 2 ©gai*. mzm 1 ©g 
i©7 FL/XittiiaK C L i£»WT^ L. ffi 
IBS 1 ©gBtOilflBSU:. buSBS 1 ©gB©7 KUX 
£«»J LT. WS'J L tcT KUX(C»*Sf 4J6MIK C L 
£B»1UU W*aiLfc#iI«KCL£BL'T. buIBS 
1 ©g«iPS©Sfflx-*£0»{fcU tuIBS 1 ©ga 
^©asiix-^flWftu BuiBSi©ga(i. buibs 
2 ©gB£©iS(fB#lc. iB©«SSlKCL£l«^ai 
L. I^*ajLfc*jiSlKCL£ffll'T. buIBS 2 ©gB 
*'6©Sffir— SrfcflWfkL. MIBS 2 ©ga'\©iM(S 
T-«£BHM:r*. 

[0007] buibs i ©gaii. a— if©wgijflHap i 

N©-SW*Ksave:=h (PIN) £rHIL 
T«#ffl©BB^g|K saveiL. C K 

s a veKJ:yftaMlKCL£«M^fkLT. flWffcLfc 
WeKsave (KCL) £«# L. fjfBS2©g 

■tt. buISS 1 ©ga ©7 KUXtJ 6 Mt£»l®Wt 

TIS^L. ISS iff I D<k^®afBPWDi;£®K-r5. 
J:3iaTtJ:L\ 

[0008] buibs 2 ©gar. buibs i ©ga©issy 

? I Dt»WlWIPWD£tJ«L. 4fiEaB#Ti:«lcfB 
If BIPKM U iJIBS 2 ©ga*'6 buIBS 1 ©gaic. 
HES'J^I Dt««1f(IPWD£*75-rvr*L» bIIB 
Sl©ga(c^r?.ctdlcLTtJ:l\ 

[0 0 0 9] C©Jf^lCj5L'T. buIBS 2 ©gati. BU 

ism i ©gaii‘ 6 a«L/-c«ai?£iB«awcaui?sa: 

6'cj/clg^[Ctt. Sgll^F^EiZli U. H£BB$<!;£J!!6BII$ 

Tt©*fl«*««±T**l»attBIITJa4tL. BU 

SBS2©gB(Cfcl'T. HW?I D£8®1f«PWD© 

ane©-^iRittBaffih c i d i pwd) £i+mL. § 
\iLt&Ot-&Lr^'m£;imW*&LiLtL. buIBS 
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2©SBtex gftL/cHS'J? I 
wD5«iu tss'j?i Dtw® , \n%iPWDi:<Dmm<D 
(I D | PWD) £I+*U Ctl tsm 

Lfc-xfammh (i d i pwd) tit®u -mu 
ztc. Miasi© 

SBlix W£fflR©-£lRlttH*M*h (R) £*«>x d 
ft£SMLfcm««R®-*ltottaWih (R) t* it 

aMtr**9KLTt.J:».'o 
[0 0 10 ] ±ESW«SJ*r*fci6x ^0^20 

si©sb (id ts 
2 ©sa ( 2 D £®B?»«£fT5affl'>XTAT?a& 

oTi MBS 1 ©SBCW5U? I D (tffiffilfffl P W D t 
£MIBS1 <tS2©SBT'tt*rU MIS£l©S£ttx 
^iR^tSU iM^PWDO-AftMMKr 
eg : = h (PWD) £!+WU tWLfcttttflHB©- 
^MlkflK r e g BBBBOBW** LTJBU'T* W 
BfflRBflNWbLTBWx-^eKr eg (R) Mt* 
l. MiBS2©SBtCx kbi? i d^ hm? i d£® 
«flrffiPWD&0att0-#AH»flh (I D | PW 
D) <hx flg^fkStt/cPFf^file Kreg (R) £*&m 
U MIBS2©SBU\ SfflLfcfffiS'J?l DldWSfS 
»fflt«PWD£tt*U K»J?I D £. ffiffitf $B PWD 
£©*^©-£ftM£MIh (I D | PWD) «WU 
C*ltSfllLfc-*[RlHtttth (I D | PWD) £Zkt 
®U -SrLfcJf^lc. BEEfflfOHHHlK r e g : =h 
(PWD) mmU £©ISIiEffl©Bg^giK r eg?ffl 
L'TBHMkStlfcmjMe Kreg (R) ZGftLZ. 

JWMRBattiU cn»-*|tDttlWW*Lfc«h 

(R) £MIBSl©SBK&ffU MIBS 1 ©SB(ix 
WS«Rffl-*lRltt»»fllh (R) £*46x Ctl f§.\% 
Lfcm®iR©-*lqJttB*M*h (R) £* lt®U - 
imftmtiLfcc£zmtim2<D : £wic 

a»u MiBSirosa^x »wfapwDtiwe«R 

©ai£©-*lRlHRfflKCL ; = h (PWD | R) «» 
^ffl<7)ftiiaKCLtLT^46s MI3S2©SB«x £ 
ilSlK C L : = h (PWD | R) «t»U MBS 10) 
SB£MIBS2©SB<!:(;J:x £aftKCL«MU:L 

[0 0 1 1] ±ISSW ; £»?E'ra/i:«>x *38fE©S3© 

fustian aft*;£iix «suaHi*fT3*i ©ss 

(11) tm 2©SB (2 1) tm ST\ MIBS1©S 
BOWWiKCLSSBU MIBSl©SB©7KbX 
tCO»«BKCL0^7«» MIBS2©SBK*7 ; 7 
-OT'jISD LT®HLs MIBS2©SBl;tx 7< KlMS 
It. iBOSHMlKAPtafeBU MIBS2©SB«x 

MEft1©£Bfre©&Ma$*£AU £*tc©MIB 
S 1 ©SB© 7 KUXfrSMES 1 ©StBOfHMK C 
LfcfcSLx tv>aV*K«tj*U flflMRfc-fey 
*> a >B K t i B©*i®8l KAPi ©£*££ MBS 1 © 



SS©©«Si K C L fcTBWfc LTB£^7-£ e K C L 
(R | K | KAP) S£j*LTx MIBS 1 ©SBK&ft 
U MIBS 1 ©SBlix SEE©***— * e K C L 
(R I K | KAP) SiEOBeBKCLlCTtML 
T. m®BRt-t*y'>aV«Kt|}ES2 0BB0B« 
iKAPt^ttaju ttaLfems«R*BE 
S 2 ©SB©$®« KAP TMtmt LTWt-^ e K 
AP (R) *£j 8U afiELfcBg^x-^e KAP 
(R) £MIBS2©SBlcgffiLx MES2©SBttx 
Wf-^eKAP (R) C*l£MIBS2© 

£«®»«*KAPfcTa*LTffiJ£ffiR*ttfflU Hi 
U L /cP/r^fl R 4: MIBS 1 ©SBK&(® L fcmSB R 4 
*tt*U -ScLTl'tltfx ISIlJ&itflS'JU MIBS 
10£B£if)E£20£Bli. ZtiVti. MIBS 1 ©S 
BflHMM K C L 4 MIBS 2 ©SB©*iS®8l KAPi? 
«#U J-m MIBSl©SB4MIBS2©SBtex M 
IBS 1 ©SB ©SHMI KCLi MIBS 2 ©SB©*&®» 
KAP4£ffll'Tx CtlEWBt 

[0 0 12] «*tfx MIBS 2 ©SBlix MIBS 1 ©S 
B©7Kl/XtJ61BKCLt*»*SWtTtt«U M 
IBS 2 ©SB 4 (1 ^ ©MIBS 1 ©SB4CHTK IBfcfi 1 
dH^lCx MIBS2©SB(ix MES 1 ©SB© 7 KU 
**WBJLTx *U»JLfc7 KUX(C»lSrr*«a«KC 
L&RftUU *MBLfc£a«KCL*El'T. MI3 
S 1 ©SB6'6©§ffi7— ! >SB^kU MIBS 1 ©S 
B / N©Bfli7 J -«««HWkU MIBS 1 ©SBtt, MIB 
S2©SB£©iIfIllfK> iE©M)iBKCL«R»a] 
U Lfcttiia K C L MIBS 2 ©SB 

fP6©«iT-«Ba^kLx MIBS2©SB'\©&{! 

MI3S2©SB*'6SHS©MI3S1 
©SBlcftil©7-^^Sfrr?.Ji^lc. MIBS 2 ©S 
Bttx BBCBBBKAPtM^aiU W^UlLfeS* 
8KAP ^i(©MIBS 1 ©SB^WSIfllx- 
4«*«»[kU MIBS 1 ©SB(£v MIBS2©SB©^ 
««KAP€B»UJU BKHULfelMMIKAPSfflL' 
Tx MES2©SB*'6©SfSx— Jr*«^kr«. 

[0 0 13] filJAWfx MIBS 2 ©SBlix jMB»S© 7 
K+i'T. h7 KUX©JS 
^x 7 s -«*MES2©SB©IMMIKAPTflWbL 
T&ajU SMSBS 1 ©SBlix S«0fcr-«*ME 
S2©SB©IMB*KAPT»«»fbLx 5S5t7KUX 
tfx IBIfSPlcIBIt^tlTt'^Ji^x 
)Mffl5t©7 KU^lC«J®r«WWiK C LT'Bi^bLT 
2i{tiLx MIBS 1 ©SBtix IBWDt-JS. SB© 

«HMKCL-pa»fbu ^7F^ istiaucis 
[0 0 14] ±IBSW«afi8-r5fci6x $^©S4© 

MlcMx afi'>X7Attx s 1 ©SB (11) tm 

2 ©SB (2 1) £©IB-wm*«fT3a«*>Z^A?* 
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ttK»1©£B©»««KCLe£jgU suIBS 
1©gS©7KUX<k£©*i®g|KCL©''S7£, fulB 
*2 0«|llC^75-rvKi»IU difclBtHWcSM# 
U fjf3m2®gaii x 7-< K;W#(C, SBCD^SK 
AP«£jau*Hu tuiBM2(7)^aii. Bonas 
■:&'S©#«*K*g«U S#7t©tul3?g1 ©&B© 
t Kux^swrea i oaaosiMiK c ls#*u 
-fe'y'7a78IK££j5EL, W3e«Ri-i:y*>3 V«Kt 
se©*i®8iK a p «ta>js^=&sufam i (Dsmmmm 
KCUCTfl»ffcLT*»7-*eKCL (R I K | K 
AP) fcSE/SLT, ifflESiaSWcaEffU S5IB*1 
©SStt, SB»OIWf-<ieKCL (R I K | KA 
P) SSSaSMMKCLlCTfWLT, F/T^ffiRt-tr 
■y '> aViKt MIBm 2 ©gB©*isffig| K A P t £»tii 
U SeK, til L fcffiSfil R £158311 2 ©gK©&ffi 

• KAPTBHWbLTBWx-^eKAP (R) ££$ 
U SjaLftBWT-^eKAP (R) £MfBJg2©g 
■tt&RU SUBS 2 ©*[■»*, Mf->eKAP 

(R) £SfSL, Ctl*»WiKAPKT«^LTHf3e 
«R*ttttU ttdtLfeffiBBR&ffiGJin ©ttWtig 
«LfcaSofcmR«Ri:lH8U -BtLTO'tltf', I8SE 

ftwu Hussm i ©sa©®®* k c l t ma* 2 ©g 
■©»e*KAP££fifcU Jttft* suSBSI1 1 ©£»<!: 
fuIBS&2©gK(;i. fftEKloaaoiMBMKCL^lit 
IB»2 0a«0*MMiKAPi:«fflU'T» 
sr*, ctawatr*. 

[0 0 15] 3>ki- Si*. ±iBMl<7)ggXlim2 
©ttBi: LTttfH:*, Bl'tt, P7 Ka-Slc, ±E 

* 1 ©»BX»*2©«B©|fcft«||fT*-tt*#t46©r 
PT^Afcf&S • Efc&£ LTt.il'. 

[0 0 16] 

[R*l©Jttt©&n] J-XT, *&E©lti)6©fl5ttlci&;5 
jM5'X7Afcaffi*fc*Hffl*#BLT*W!T*. 

[0 0 17] c©ll«©iBttfc«*jMh7X7AI4, 0 
1 UDTTidU:, Btt©77‘f77l'J*5fe (a— 91* 

*) 1 1 (1 1 1~1 1 n) ts 77777 hffijfcl 1 
<k©Fa]T'M8L A N 4 1 «*«T*77-feX?K77 h 
(V-/9 2 1 <hs 77-fcX«K77 h 2 1 tC*KgLAN4 
2£££fl-LTffeg!£*l, tt»©*y h7-7tc£^ 
tltz'f- h7l7+t-/\*3 1 tiyBrtSft*. 

[0 0 18] £77777 M**1 Itt, m-v7/dp 
V tfn-7, 9-7X7-5'3 7ft£*‘5«JS*tl, 0 
2tc^r<fc5lc. IB1K&1 1 1 t , AXlSPI 1 2£, « 
73H 1 3£tt318l 1 4<!:£fii;L, **LAN*-K 
1 2tf»*iTtlTl'*. 

[00 19] EttSl 1 1 tt, RAM, ROM, /\-K 
77X7&£ift‘SilMMrft, ;»7fc7-7-£7’P7‘7A 
«BBr*. C4>£tt©&Blc£l'Tli« S4*5l5©i*SiJ 
f ID. /\“X7-KPWD, SLiSilR, *i®&KCL, 



BBfflBK r e g, QffimU K s a v e?Of-$, S8 
HXpT^A, *HHk7P?7At 77U7— 7 a 77 
P77A, affi7P7'7A&<!:©l!ift7p7“7A£IBS 

-r*„ 

[0 0 2 0] A*»1 1 2tt, *-*'- K, T7X, IB 

BBttASiirt£B& £'£«*, 

san i 4icimr*„ sman 1 3«, <#7&ii$B£ 

«st». 

[ 0021 ] sanan i4«, 7p*y?& ££«*., 
iBisan i ucEtttf*i/t*sft^p^5Atcae-aTiiift 
t"*. C©£tt©&RflK£l'Tttx IStiESaS, Bi^ii 
m&mznfiT*, s/t, jasan i 4ii, 777£ii 

xTl'5. 

[0022] *«*LAN*-K1 2 {*, l'to03PC© 
- Ki LTBSMrtU 77777 h SSI HEBBtf 

♦u saaan i 4 «***«« 

lc*»LT77-feX<K77 h 2 1 icaSfflL, 77-trX;K 
<>E2i *tafflr«**iffl9*afflLTa9Lx sag 
an 1 4lzmi%tZo MILAN©- K1 2 rttCti, £ 

©*-F£RJ3iJ-r5/c46©@#©MAC (Machin 
e Access Control) 7 FLXtfIBlI? 

[0 0 2 3] 77-feX*°77 h 2 Hi, «#fc©7777 
V hS* 1 1 tCMTRBL A N 4 1 S«fi8L, »iSSL 
AN 4 1 tB»LAN4 2i:i©H?r-^©ei*r« 
fc46<Dt<7)T®*), 03tC^-rJ:5tC, *** I F (-<7 
^7x-X) 2 11, til F (-TV^7x-X) 2 1 
2, iB1*ai2 1 3 £, 7— ?^-X2 1 4 <t, A*ai2 
i 5<k, a/7ai2 i 6<t, saaai2 i 7<i:^iiA^ 0 
[0 0 2 4] Bit I F2 1 Itt, 77^77 hW^I 1 
^SflDjWMHjaaBLTfwiu saaa5 2 1 7ic]f« 
l, *n:, saaa? 2 i 

LT*[|*SS«r «. 

[0 0 2 5] #«l F2 1 2tt, tiLAN42±0ffl 
^^saaaJ2 1 7iciittu s/c, 5aaai2 1 7*'Sji 
l a n 4 2 ±t^tbr 

[0 0 2 6] IB1*ai2 1 3li, RAM, ROM, /\— K 
T-fX^ft^SBiastu «^^7-X^7 p7tA 
«B«T*. C0H)5S©FI5ttltfct'T1i, iUKfilR, ® 
ffiSKCL, SWKreg, §#fflSKsavef 
©7-7, lg|I7P7'7A, 0i^1b7P77A, 77') 
7—7 a 7 7P 77 A, iiiB7P77A^^©ft^7P 
77A^I31tr«„ 

[0 0 2 7] 7— 7A-X (DB) 2 1 4(i, 041C/7 
7<t7IC, B<k774'77h8D B 

t»„ SHtflfiDBli, §77^77 hffi^l 1©ISSiJ7 
I Dts A”X7-K («*nR£«B1im) PWDi, R 
SU7I Di/<X7-KPWDt©4aBBTi*Wl®W 
WTIBISr^, 77^77 hliDBti, 77^77 h4S 
5fe1 1[C^*im7c^*|LAN7j-Kl 2©MAC7F 
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&B02OO3-1 43 128 



UA<!:Ax?7vh8i (»««?*;£»» KCLi 
fcfcHStttfTEIW*. 

[0 0 2 8] H3<7)A*J®2 1 5li. K, ?7 

A, £*■**» «*»x-**» 

jf»s»sw2 i 7ic«$g-t;g, 0 as® 2 1 6n. ***& 

[0 0 2 9] SQ3I®2 1 7(i. rP-kyVttJfCfliX.* 

E1*»fcE«StlfclW7Py7AlcttoTlbftTS. 
Wc» EOUttOfclMCfel'TH:. Ax?7>hS£*1 

1 (OisiESfis^ii'^^tjJiSiBg^aiiisaai;, mmm 

4 1 &&RLAN4 2 iCBCr- >0^'J 7V®S^ 
ffT5. ®a©«Maicoi.'TW:. &5E-T3o 

[0 0 3 0] Hioy-h^x-rv- /\*3 Hi. £4tL 
AN4 2[E««*tU ? >*-*■> b?> I Ng©fl.® 
©*-y F7-*lc«W;9iTl'*. 

[003 1] :*lc. ±E«Mi**rr*Wi'>Axi*©l& 
fKEBT*. croiifi^ASAicfet'T^ Ax?7> 
hSffiSi i <!:7A-feA<K?>b2 1 £©n?ttKSti« 
E*lLAN4 1*^LT7 f -^*§MIT*fcWCtt» H 

5 tcs-r <t a te. mmtamtmsaBe^mtKbam 

««**. 

[00 3 2] (1) *5?7VH»*1 1©7*-tA 

#?> h 2 1 ^©aRfiR 

MLAN4 1 KRfclc?7?7:/Ml£l 1 %mi05t 
*«£» ->7Ti®ia#li, 7A-tr A<K?> h 2 1 
?\ I Di/<A7-KPWDt«H«U:SJ*L Ut'7 
7S1 1) . 4f$BB$T,»:«lca^t|f8DBti;®4 
(a) IC5*T«J: 3 £««-*. 

[0 0 3 3] fe#*n/t«W?l Dt/«A7-KPWD 
fctt. *7x?>7'?©Ax?7Vh4S*1 ncaas 
*U A*l®2 1 3frSA*nMt. IBIS® 1 1 1 

lEBBSti* Ux 77S1 2) . ctilcj:'], m tcH 
Ax?7V hJffi^l K7)HSU?I D<!:/\ 0 A7-KPWD 
£#* *5?7VMS5fe1 1 <!:7A-t:A*?>h2 1 <b 
©IWTttStrtl*. 

[0034] (2) Ax?7Vh4S*i i <!:7A-trA 

*?y h 2 1 assign «t 

a) Ax?7V hffiSl 1 (i. BRL AN4 1 ZftL 
TiHI«frl'fcl'i»*teli. 7^-bXS-O h 2 1 lc£ 
COS^fcJtS^LT. 7A-feA<K?Vh 

2 ns. s-AyfgEiCcfcy. Ax?7>M£3in i <h 
©mzbiikmic<*:«#«®— s«itr«. 

[0 0 3 5] b) ^C. Ax?7Vhi£*1 1 CDi&JI 
»1 1 4ti. SUtt^P^7A«W5UT» SLifc{lR££ 

t') o ££lc. 50,3® 1 I 4(t. ffi£©/Vy>:iHfth 
( ) Itcfcy. ttl Icj:ys«jtl5/<A7-KPWD 
£il»aRcfc©iifi©/\V'>afiI<!:» /\°A7-KPWD 
©MyS/attfcfctWL. Ax?7Vh«;fc1 1©A5 
?7> hSIK CLi. S£HfflgiK regiU IBIS® 1 



1 1 (Ax-yAS 1 3) o tt& Ax?7> 

hSlKCUi. Ax?7>M 1 £7*-teA«K?>F2 
1 £U3«©iMNt?«»A BSifflgiK r e gti. RE 
«fflc©*«/B«is#iMrpfc*. 

[in ] KCL : =h {PWD | R) 

K r e g : =h (PWD) 

muDgm (id tm 2<omw. ( 21 ) ^onufi 
*fr3»B'>AT^?*-3T» MfBH 1 ©gI©W 
KCL«4J#U ME*l1©«a©7KUA£C©tt® 
8tKCL©A7£. RE*2©*mc*75'fVKItt 
U CtUHBIfRKRSU HulBM2(D^a(i. 7? K 
/HSfc. a3©«HMlKAP€tfi8LttttU iulBm 2 
©SBIi. »E*l©*H*PS©SHJW**g«U S 
^7c©Hufim 1 ©£B©7 KUAA'blulBH 1 ©gE© 
iMMlKCL«flReU t’r>3V8K?MU BtJ£ 
«R£-fey*>aV«K£aE©#HMKAP£©i!R* 
SufBm 1 ©SB©®ffiBK C L KTIWfkLTHWx- 
AeKCL (RIKIKAP) ££]$LT. buESI© 

stauasau suismi ©sati. iB*a©BS^x-* 

e K C L (R | K | KAP) *aB©*M«KC LtCT 
fl»LT. mje«R£-by*>3V«K£i&E*2©RR 
©KsffiaKAPt^ttttju ?etc. auLfcHfs&«R 
^fuiBm 2 ©showmi kap rflWfk ltiwx- 

?eKAP (R) ££/3cU «feRLfclWx-*eKA 
P (R) «-BulBS2©gaic)M(fLs 0u!33l2coga 
tt. Pg^x-AeKAP (R) SSfflU 
KAP (CT^LTmSdR^Mtti L. tttti L/tBrJEffl 
R tiuSB* 1 ©RRlcRfRUtR?7i:ajkffiR tibR 
U -aLTl'tUf. REfiKiiliJSiJL. MIB^iOg 
aiHuiBii2(7)ga(i. MfBm i ogaco^ 

K C L i buIB® 2 KAPi £«# 

U HIERl©RH^I>rER2©&Rtt % MIBM 
i ©ga©^ffiaKCLtgyiam2©ga©^ffiaKA 
ptsii'i. BwaasRffr*» 

[0036] c) :Alc. IffiSiJ? I Di:/\ 0 A7-KPW 
D<!;©ii®(D/\'y->iiffih (I D | PWD) H-Ucfil 
r eglCjcSaraffcT— *eK r eg 
(R) &«£J8 LT» IBIS® 1 1 Itc-BWiettRT 
*. ftfi» HSU? I Dt/«A7-KPWDt©3*B©/\ 
(I D | PWD) tt, SftKPgST'lC. T 7 * 
-bAS?y h 2 1 Xtt^-fT 7 V hSSS 1 1 ©L'-fftfl' 

[0 0 3 7] d) «t'T» Ax?7 7 > h4S*1 Hi. 
SBcDHSiJ? I Di. /\-y->a(Ih (I D | PWD) . 
SlBS^x— 2 e K r e g (R) £7 A-trAS? V h 2 
1 (At7 7S 14). 

[0 0 3 8] e) 7A-tAS?> h2 1 ©4Q382 1 
7(i. nm i f 2 1 1 ^LTcnecx-A^sa 
U -M. IBIS® 2 1 3[cft^r§ 0 mi'T, SfSL/c 
HSU? I D«^r-[cBR1IHBDB«ttR-r«. 
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[0 0 3 9] f) E®tt*«BSa5l'T, SflLfcB&j 

?id t\ asttaDBjcstatftiTi.'ai'Jid. *ie 
7*-feXT**£W»rLTx ^IE7 7 ^-trXX5— 

U W«x *(D'7 7'r7 7 'sH%*l 1 tV&mWWrT 
* Uresis) . -£, *©f$s!j? i d*\ ae 
1 f«DB[cBai!FtlTt'*«dKtt» »J 6 -r*/^ 7 - 
K P W D <!:Sfi£B#T . 

[ 0040 ] g) aasMaL/t4j*BaTt«tt 

S'j-r^o 

g - 1 ) 3a$nm tm&B&ft 

at fip-e. BaA'eannaaLTt'sad 
fcttx i icAaa 

1 F2 1 1*^LTiE«r*. *7-r7> MS* 1 1© 
»3»1 1 4(i, Ctl*a«LAN*-Kl 2 &ftLZg 
flu »iWci 1 3 lc x SBar^BO^y-t-5? 
sanw-e*. 

[0 04 1] g-2) -*x ^fi)6B#TtaSBBt<!: 

®*tf**a*a©i»a, sp- 5 x Ba^AT^hc# 
SLttl'JiaiCtts 5aSSI52 1 7 I*, /Wi^aih (I 
D | PWD) Uf 77 s 1 6 ) „ gp- 5 s © 

3SB2 1 7 14, SfllLZ-cWSU? I D«hBiStfSgDB*'S 
a^ a l tu tx 9 - k p w d t (ommoi \ -y •> a as h 

(I D | PWD) £i+gu 'P^'CT'y hS*l 1 «fcy 
SfllL/fc/\y*>a«h (I D [ PWD) t-SSrf * 6'5 
ti'ZmWZo HSLttl'fcWSJL/ta&lcB:. fiasgp 

2 17B, *7-r7> Ml* 1 1(C^irU>^aiR«* 

asu aaftaars. 

[0 0 4 2] h) -7 k !+*Lfc/Vy'>nfiSh (ID 
I PWD) iS'flLfc/Vyv'o.flh (I D | PWD) <t 
flMRTSiWJNLfca^Cttx 50,3932 1 7« s ESI 
ffl&K r eg C =h (PWD) ) ZtiUtZ Urv 
7S17)„ 

[0 04 3] 3MCx 503932 1 7«» SfiEL/cBaffiSI 
K r e g£fflt'Tx BflLfcfMftfflRflMWftr-* e 
Kreg (R) *7-f7V h«* 1 1<WfeK 

»£«^fcSJMilR*SiHir* (X7>y7S 1 8 ) . 
[ 0044 ] i) ttaft 2 1 7 U> attLfcSJfcflR 
0)l\vi/n.i Ih (R) t|t*U C*l£'?5-f'7 7 Vh4fl5 

*i Hcasflir* Ut77s i 9) . 

[ 0045 ] j) *fcx * 5 ^ 7 ;/ bias* 1 1 ©503 
BP 1 14 U, att«R©/\v>:itth (R) saars 

(xt7 7S2o) „ fip- 5 , 503931 hb. eiksi 

1 1fcKttLTL'*&tt«R©/\y->:L«h (R) £i+ 
*U Ztlt, 7?-trX#-r>b2 1 JzyBfflLfc/v? 
->a<Sh (R) ££tt*W«„ SQ38&1 1 4tt» Po/Vy 
->a(IA\ TO*/®* (NG) j S 

T'X^.Xif^y h 2 1 Kjg&Lx mmZVJMTZo - 
-ST*i:«»iLfc«®tci*x r|gfjE/Stt (o 
K) j ZT’XKXtf'fy h 2 1 [Cjisr^o 



[0 0 4 6] k) ISEfi£i*0iiSPlc/S^LTv 7^-fe 
X*V> h 2 1 ©503932 1 7li. X^'rZ'yhmKC 
L : = h (PWD | R) mML (X777S2 1) . 
M&KtW'vy ?'tf SBKBSflTl'* MAC 7 K LX£ 
JSt'T. (MAC7FUXx KCL) £7-*^-* 2 

1 4 © 97 ‘ 1 ' 7 ’>haDB[CBa , r«. «t' Tv I 31 S 93 

2 1 3±©*®J? I Dt/«A7-KPWD*«ar*. 
[0047] I) *7-T7> 1***1 1©S03931 1 

4 It. BKriMbttgffiLfcft* a— *ftf A 2 jW 1 1 2 6 ' 
6, flJAtfx ISSEffl I C*-K»tciBair*iTt'«i- 
+f©P I N (flAISS'JIfa) £A*J-r*o fiaSBP 1 1 4 
ttx KtlLtcP I N©M-y*>:ifiS: =h (PIN) £1+ 
»LTx ^ISKsavem. 503931 1 4 lix 
CCfiMKsavem'T, *7-f7V hSlK C 
LfcBg^kLTx WBfcStlfc^^VbaeKsa 
ve (KCL) £SB1iSin 1 1 
[0 0 4 8] w±©]«8»H¥&#«T» x^^yyv 

as* 1 1 tT^-tx^y h 2 1 towotsE-rnttn 
Lx + ZiwmtL* 

tl*. 

[0 0 4 9] ffJAWx 7^-tA^'T>h2 16'6^5'T 
7>b4i£*1 1 [Cx fiL ANflJ6'5^a I F 2 1 2£ 
fl-LT h«*ttL A NfJlcSflf SJf 
^Jclix a©Jra<rfr?. 

[0 0 5 0] §(SL7cy\°^-y h©^©MAC7 

KUXafllfflU COMAC7 KLA6'^5-<7 7 > 

T-5«^-AKBai!rnTt'*/rtsii‘«w»ir*. 
$tiTt'«^nnLfbad(ctt« ^©mac7 kua*< 
^-^w=ffitr*i»dx *©MAC7Fuxic*K-r 
^^^-T^VhSIKCL^a^liiLx /\°^-y h©/\>'y 
h^\‘yy*a<»» (^p-K) ?77<7>hSIK 
C LTflWfcLTx aa I F 2 1 1 ^SjSUT*. 
[ 0051 ] ^^'fyybim^a i i©saaan i 4 
ttx aait a^aaaa i 2 5 -^lti xyat. a 

SgPI 1 4ttx ffiffi#©P I N©/\-y'>ifflh (P I 
N) ^*46Tx (S^fflSlKsave^^x 
save^fflt'Tx S 3 t*SP 1 1 1 tcte*rt?ftTl' 3 Bi^{t£ 
tlfct^^yy hSIeKsave (KCL) 

*. ®aan i 4«x aB<kLfc^5-r7vi*aKCL 
^fflt'Tx iB5a©/\ 0 ^>y h©^P- 

Lx SBIfSPI 1 UcfBIfr^o 

[ 0052 ] — TTx aaaiRaai 2iix 
tlTt'-5MAC7KLA6^B©MAC7KUA<tS^ 
^IfBtCttx CtlSiltS. CftiEjjyx /\“7'y F6' 
SBJaT'x !B©*5'r7>h«KCLT'B§-^k£tlfc 
/\><y hO»«Sflrr^c^:(cft«. 

[0 0 5 3] -*x 79-kXX'fy h 2 1 lix 
/^■y h©MAC7KLA6^7'T7>hSiDBlC#ft 
L&l'^iJBiLfcJiSx f-O/^-y h^5K^-rS 0 
[0 0 5 4] ^5'T7>h4S^1 1 6'57^-tA^'TV 
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F2 1 icttLZ/'i'r-y F£2ftti TSKHctt, ®I8P1 1 
4tt, n— f©P I NJb'S, S^fflSlK s a ve^tfij 
U CCSSfflSlK s a v eT^7Y7> h«KC L? 

awffcu /\>-y haiMHMw# k^p-k) sa 
^fcUfc*5-f7> F«KCLIW3fcLT, MLA 
N t}— K 1 2A'6&mf;g>o 
[0 0 5 5] 7^-trZ^4'>h2 1<DjaaSP2 1 7tt, 

I F 2 1 1 «^>LT— MKVi&S^ 'Vy 

*1WW'SaHt7G©7-y*7 KUX«WJU £ttlt*t 
JETS^-I^V FSlKCLfc, 75-T7V F*DBfr 

sn*au 'Mo-mtottmt ?z° 7***# 

4 V F 2 Hi. iftM&Sfcf, CftSSlLANffiOM 
ffc7lU3yXA?fl»*fcLfc«, S«LANK/^y h 
£jSttJTSo 

[0 0 5 6] (3) aflHWWr 

7^-tX#-f > h 2 1 ©*aTK75-r7> hias* 1 1 
iWMEUK&ofci#!*, 7*-teX?K<fVF2 1tt, 
ttRftgWru ❖7-f7vh*i‘6©j«m««Mw 

So 

[00 5 7] J-X±SJB^ Lfc<fc 5 It, C ©jl« '>Xx A 
fis *5-f7> F**1 1 £7? 

-trX^O F 2 1 £©F,3<Dtl5ISII<‘:B§^SI<D£&££ 

Ti'So zLcntdsb, 

T, &g&lt£^&SC£tfpT&«!:&So 
[0 0 5 8] £fc, £-75^77 Fffi*1 1©SSffiSK 
C L£7?-trX#<> F 2 1 [CBftU **i£f81iEfflg 
Tffil'Tl'Sfc©, fty*-*L*B5lt?£S. 

[ 0059 ] mi onmwm) jxt, c 

mWMimz iifS'>X7 A©?g 2 
TSo 

[0 0 6 0] E©*M©»tt©5/X?A©»*«l»i. 
* i ©*tto»iBO'>xxAo«ist#*ttKn-?a6 
y, ttT, »«jST*SiMiyphp;b*+i&[cKWr 

So 

[006 1] (1) ^d^VFCfi* 

rr, jumilana-ki 2 6Wxh-;nrti/c^7 

'r7>('4fls*1 1 ±T\ SQSSP1 14tt, •75'T7>h 

©«MMlKCL**J*rS. 

[0 0 6 2] &tt, «gLAN*-Kl 2©MAC7F' 
UX<k£©£>I8iKCL©^7£, 7-7-trX<KY>h2 
i icty^'T>zmi rf So 7-7-trx*V> F 2 i ti, 
tl©*P&7— 7^-X2 1 4lt^ii-rSo 
[0 0 6 3] ( 2 ) 7?-trX<K-f>FSi©£fi£ 
Tt-kMMy F 2 1 <D®gg|52 1 7 IS, *©7^ K/U 
Bt (ii««fi-3Tt'S^7'r7Vhtt*1 1#$£l ft 
t'fct) It, 77-b7*V>h2 ICiffiSKAPS, 
»wit£j$u iaitgP2 1 3tt^-r^ 0 
[0064] (3) »5-r7VMi*1 IOsSU 

77-feX*-l'VF2 rn, *5-r7> F**1 IfrS© 



»«S#*S«LfcB3lEtt, *©#WlCT«X», fccfc 
tf, BHtfid. 

[0065] a). ^-<7>F1S*1 1li7*-tX 

#'f>b 2 1 fc»LT#«**S2SflrrS 0 

[0 0 6 6] b) . 7'7-bX/^'ry h2 10®sg|3 2 

1 7I*&MS$«S1IU r-^^-7 2 1 4^7-7-fe 
XU '754'7Vh4a6^1 1 ©MAC7 KUXfrS*? 
•f7VF«KCL««*TS. 

[0067] c). 77-trX^Oh2 1(D5aa®2 
1 7tt-ty*>3>«K«5V4fAiCtjarS. 
d) . 7^-bX^'f'V F 2 1 ©®SgB2 1 7 tt, SM 

fit R t -b v -> a V SI K £ 7 X -fe X *° ■< > h m K A P 1 © 
mfeZt^'CTy h«K C HCTflHWkLTBWx-^ 
e K C L (R | K | KAP) fcfiSfSo 
[0 0 6 8] e) . 7^-bX/Kd'V F 2 1 ©SaHg|52 
1 7tt, SSijgl F2 1 1 £:»LT, ®fx-7eKCL 
(R I K | K A P) **5-T7> F4i3S 1 1 tCiMffiT 
So 

[0069] f) . ^•74'7>hiS*1 lOSQSffil 

1 4tt, MltLANft-Kl 2£ft-LT, aB*B®fl»r 
—7 e K C L (R | K | KAP) tgBC^d^VF 
*KCLteT«*LTSL*1*Rv -fe'y -> a >g|K, 7-7 
■trx^v F$8K A P^ttaj-rSo 
[0070] g). *5-T7> FtiStM 1©«UI»1 

1 4li, MttR*7?-feX<K'f>F«KAP?l«{k 

UWr-^eKAP (R) SSfig-TS. 

[007 1] h). ?5-T7:/Ft||*1 1©tt3»1 

1 4tt, SULftWftT-^eKAP (R) £7X- b 

x^-rvh 2 1 itasflrrs. 

[0072] i). 7'7-feX*4'VF2 1©$&5Ig|S2 

1 71i, mm I F 2 1 1 WtLTtimitT-* e K A P 

(R) *afliu cn^^-bxsK-rvhaiKAPiET 
WLT3UMlR«*airSo 
[0073] j) . 7*-fcX#-r>F2 Itt, ttUL 

/igL^filR«!:5tltSfi)6LfcaiSf«R<!:^J;b®L, -ST 
fttfv r§g|iE^ (OK) J t^J»)7So 
[0074] C©«J:3ttLT, ^54'7>hJS*1 1© 
RBffJOttLfcfe X74'7>h!iS*1 1 i:7^4zX/K 

-r v h 2 1 ©bti*, ti«. 

[0 0 7 5] ffil^.1#, 7‘7-trX^'TV h 2 1 tffflftL A 
N4 2ffliJ6'6§tt®o7c/\“X-y A N 4 1 fflijlt 

SlflrSBWttt, SQSSI52 I 7tt, MAC7Kl/XO« 
K«oTJKT ©Wl*fi3. 

[0 0 7 6] a). *r, »J»®2 1 7tt, *«l F 

2 1 2€ftLTa«Lfc/ttry F<0)HfS5t7 KUXtfX 
P— F'+A'X F7 KFXroln, /<7yF©^P-K 
*7^-tX#'r>F*KAPT«¥fkLTJIISttl F2 1 

utinaj-rs, §75'1 / 7 >fss^i m, /^»Ft 
S11U «5fe7KUXtf7P-F+ + XF7 F'UXT'^ 
SCttWML, EH1 1 1lE#MHLTa3l'fc7*-b 
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hSIK A PWD- KtflWfbf •So 
[0 0 7 7] b) . SJWW2 1 7tt, ^«l F2 1 2 
fcrtLTgfl Lfc/tt-y hOSftftT 7 KUX6\ MAC 
7KUX(Di§£\ ^(TJ&ftT 7 KUX6\ 7-5A-X2 
i 4ic^3-nTi'5*'S6'«iijsij-r^o gg^ft-n.' 
£if£[Ct3\ ^®MAC7 KUX[cmr-505'r7 7 > 
h«KCL*BWntUU Ztolfrv FCO'S^p-K** 
7^7>hf£KCLT^kLT®£l F2 1 HC&tii 
1**3151 Itt* iaao/w-yi** 

waiu *3itan i nzMkLT&i'it*?'(7>bm 

K CLWP- 

[0078] c) . &9i7 T F\sXtf : r— 5^-X21 
4[CfiaaFftTL'fi:l'J»^. fflHSG2 1 7tt. *0/^- 
y I**#***. 

[0 0 7 9] -*» -25'<7>h^1 1jb'S7*-trX 
-W> h 2 1 £*5<7 

VH*5|51 10&3SB1 1 4tt» /fry !*©/«□- K 
SSB®77<7> F&K C LT*W4bLT*aLAN* 
— k 1 2tcjsaH-r5o 7^-tx#-rvh2itt % 

KUXfrSWBIU CtUdttJST *9547 
y haKCLSf-^^-X2 1 4±<D7-7;U6'eijs 
^abL. lfr"j ('(O^P-K^X^'TZVl'SiKCL 

?Wbr*. 

[0 0 8 0] C0*2©*»®JBB©affl'>;5x&t»* 
tta!8l0i^^A:-x[Ci9H-?tiTt'5/c46, ffiH&ltfc 
if <-r3C<tJb'7S3o S/c. X5'T7>hcD^ffi^ 
*46B*U *ft£ig!EJ&3Tm'Tl'5/t:«>s fcyT 
*L**I»?*S. *fc» 

lc£*LT* ❖5-r7VHi3|Ei:«»*fToTfey» 
WEP®»JS[?** I V3ys?a>KJ:*IWtt*@a 

[ 0081 ] &fc\ c«a*id;±eattd!>^n[zR£f 
ti*\ «*.!& ±ie 

*1 t*2©*tt©]BttW:, S*7’/U3yXJ*£LT2l 

*ftV y a-*>a ^WcfSUTff 

■MbffcC £(c* ISEOIStc. 

SEWMHaillLTfcJl'. CO&WKfcl'T, rigiifiE 
«3J tit, ** l 

6*WELTt'*Ct*»fttr*. 

[ 0082 ] ±ismtscoBmzii, -xnmnfi&tLT 
/\y>aM»*ffl/T*L fctf. fflW>MRTfcJ:i'. ±E* 
S6©fl5Jgtcfc'L'Ttt. '75'r7>h<h7'7-trx^'<>h 
©raajafBtatcc ©»*«■«« l/c*\ cKosssEiic 
♦KcHSsnrx 2 o«*iBon7*9affl«fT3Jid 



iislan^jic c® 
zamimmL a 

-f\ ?6tc, « 

ttMfcfcWBRrirea&S. a« 

LAN fj— K 1 2 1\ LAN t}— Rt, a* I F 2 1 1 

jwsai FtcsM?n«w^s *»wft*Ktt3a:L'. 

[0 0 8 3] fcfc\ C0989J4>*>;t74*l& 
7Aic<fc6f\ ^03>tri-^'>x7A^fflt'rn 
WO*?**. mxtf. 3Vea-^jC±a©IM^»* 
fTT*fc»©7P*5A*tt»Lfc»f* (7l/+'27/b 
7^X7, CD-ROMS Jb'SKXP^Z^'f'VX 
l*-lbf*Ci:[i:J:y. ±»©«a€*frr«^-/«1 
i i*«««t*c £#?#*. *fc\ ±a<aia«g£, 

0 S o S <b 7XU 7— *> a >©SEfc <fc y a 

*r**S*(CH:. OStt^O»»©**«K*[CttaL 

TtxfclA, 

[0 0 8 4] sfc\ m®ac7n9yi**w*Ls aft 

*y h7-**rtLTE*T*C£fcqW?#*. 01* 
«\ iifll^y h7— ^©USMR (BBS) (cKXp^ 
A«*su cn**y h7-7*rtLTEffiLTt>«fc 
t\ -f-LT> EflD^py^fcSttU OSC»T 
t\ 

sciiicjcy. ±ao«a*iifi-r*ct/j«T¥*o 

[008 5] 

[WBOttJR] c©3WlfcJ:*itf» ffUttcDifl'aff^ 
fTSCitfRrtti**. 

[0®7)fBmsiKB^] 

[0 1 ] *9m<osia^M[cff«»i*>x7^o*ja« 

[02] H1tewr75-<7VM*5l5©*j«*a5rHT 

[03] 01 tc^-fZX-feXtf-O FOfllfiBSSriS? 

[04] 03lC^f7— W-ZlCim&tlZT-Jto 

am SSiTH?**. 

[0 5] S1 1 <0HSS<D^®[L fcl'T> X^'TZVhS* 
<k7X-trX/1f< V h tOH?S6a«tf#i«1tat^fl!># 

jwkrtb-p**. 

BW©BMB] 

1 i 'yy^Tyvmi. 

21 Tt-bztf'fyt' 

4 1 ^LAN 

4 2 ^LAN 
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